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1. Introduction

Message integrity and authenticity are security properties that are critical to the secure operation of many
HTTP applications. Application developers typically rely on the transport layer to provide these properties,
by operating their application over TLS[TLS]. However, TLS only guarantees these properties over asingle
TLS connection, and the path between the client and application may be composed of multiple independent
TLS connections (for example, if the application is hosted behind a TL S-terminating gateway or if the client
isbehind a TLS Inspection appliance). In such cases, TLS cannot guarantee end-to-end message integrity

or authenticity between the client and application. Additionally, some operating environments present
obstacles that make it impractical to use TL S (such as the presentation of client certificates from a browser)
or to use features necessary to provide message authenticity. Furthermore, some applications require the
binding of ahigher-level application-specific key to the HT TP message, separate from any TLS certificates
in use. Consequently, while TLS can meet message integrity and authenticity needs for many HTTP-based
applications, it is not a universal solution.

Additionally, many applications need to be able to generate and verify signatures despite incomplete
knowledge of the HTTP message as seen on the wire, due to the use of libraries, proxies, or application
frameworks that alter or hide portions of the message from the application at the time of signing or verification.
These applications need a means to protect the parts of the message that are most relevant to the application
without having to violate layering and abstraction.

Finally, object-based signature mechanisms such as JSON Web Signature [JWS] require the intact conveyance
of the exact information that was signed. When applying such technologiesto an HTTP message, elements

of the HTTP message need to be duplicated in the object payload either directly or through the inclusion of
ahash. This practice introduces complexity, since the repeated information needs to be carefully checked for
consistency when the signature is verified.

This document defines a mechanism for providing end-to-end integrity and authenticity for components of an
HTTP message by using a detached signature on HTTP messages. The mechanism allows applications to create
digital signatures or message authentication codes (MACs) over only the components of the message that are
meaningful and appropriate for the application. Strict canonicalization rules ensure that the verifier can verify
the signature even if the message has been transformed in many of the ways permitted by HTTP.

The signing mechanism described in this document consists of three parts:

« A common nomenclature and canonicalization rule set for the different protocol elements and other
components of HTTP messages, used to create the signature base (Section 2).

« Algorithmsfor generating and verifying signatures over HT TP message components using this signature
base through the application of cryptographic primitives (Section 3).

e A mechanism for attaching a signature and related metadata to an HT TP message and for parsing attached
signatures and metadata from HTTP messages. To facilitate this, this document defines the " Signature-
Input" and "Signature” fields (Section 4).

This document also provides a mechanism for negotiating the use of signatures in one or more subsequent
messages viathe "Accept-Signature” field (Section 5). This optional negotiation mechanism can be used along
with opportunistic or application-driven message signatures by either party.

The mechanisms defined in this document are important tools that can be used to build an overall security
mechanism for an application. Thistoolkit provides some powerful capabilities but is not sufficient in creating
an overall security story. In particular, the requirements listed in Section 1.4 and the security considerations
discussed in Section 7 are of high importance to al implementors of this specification. For example, this
specification does not define a means to directly cover HTTP message content (defined in Section 6.4 of
[HTTP]); rather, it relies on the Digest specification [DIGEST] to provide a hash of the message content, as
discussed in Section 7.2.8.
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1.1. Conventionsand Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are

to be interpreted as described in [RFC2119] [RFC8174] when, and only when, they appear in all capitals, as
shown here.

Theterms"HTTP message”, "HTTP request”, "HTTP response’, "target URI", "gateway", "header field",

"intermediary", "request target”, "trailer field", "sender", "method", and "recipient” are used as defined in
[HTTR.

For brevity, the term "signature" on its own is used in this document to refer to both digital signatures (which
use asymmetric cryptography) and keyed MACs (which use symmetric cryptography). Similarly, the verb
"sign" refers to the generation of either adigital signature or keyed MAC over a given signature base. The
qualified term "digital signature" refers specifically to the output of an asymmetric cryptographic signing
operation.

This document uses the following terminology from Section 3 of [STRUCTURED-FIELDS] to specify data
types: List, Inner List, Dictionary, Item, String, Integer, Byte Sequence, and Bool ean.

This document defines several string constructions using ABNF [ABNF] and uses the following ABNF
rules: VCHAR, SP, DQUOTE, and LF. This document uses the following ABNF rules from [STRUCTURED-
FIELDS]: sf-string,inner-Ilist,andparanet ers. Thisdocument uses the following ABNF rules
from [HTTP] and [HTTP/1.1]: f i el d- cont ent, obs-f ol d, and obs-t ext .

In addition to those listed above, this document uses the following terms:

HTTP Message Signature: A digital signature or keyed MAC that
covers one or more portions of an HTTP
message. Note that agiven HTTP message
can contain multiple HTTP message
signatures.

Signer: The entity that is generating or has
generated an HT TP message signature.
Note that multiple entities can act as
signers and apply separate HT TP message
signatures to a given HTTP message.

Verifier: An entity that is verifying or has verified an
HTTP message signature against an HTTP
message. Note that an HTTP message
signature may be verified multiple times,
potentially by different entities.

HTTP Message Component: A portion of an HTTP message that is
capable of being covered by an HTTP
message signature.

Derived Component: An HTTP message component derived

from the HTTP message through the use
of a specified algorithm or process. See
Section 2.2.

HTTP Message Component Name: A String that identifies an HTTP message
component's source, such as afield name or
derived component name.

HTTP Message Component |dentifier: The combination of an HTTP message
component name and any parameters. This
combination uniquely identifies a specific
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HTTP Message Component Value:

Covered Components:

Signature Base:

HTTP Message Signature Algorithm:

Key Material:

Creation Time;

Expiration Time:

Target Message:

Signature Context:

Backman, et al.

HTTP Message Signatures

Expires August 2024

February 2024

HTTP message component with respect to
aparticular HTTP message signature and
the HTTP message it appliesto.

The value associated with agiven
component identifier within the context of
aparticular HTTP message. Component
values are derived from the HTTP
message and are usually subject to a
canonicalization process.

An ordered set of HTTP message
component identifiers for fields (Section
2.1) and derived components (Section

2.2) that indicates the set of message
components covered by the signature,
never including the @i gnat ur e-

par ans identifier itself. The order of

this set is preserved and communicated
between the signer and verifier to facilitate
reconstruction of the signature base.

The sequence of bytes generated by the
signer and verifier using the covered
components set and the HTTP message.
The signature base is processed by the
cryptographic algorithm to produce or
verify the HT TP message signature.

A cryptographic agorithm that describes
the signing and verification process

for the signature, defined in terms of

the HTTP_SI GNand HTTP_VERI FY
primitives described in Section 3.3.

The key material required to create or
verify the signature. The key material

is often identified with an explicit key
identifier, allowing the signer to indicate to
the verifier which key was used.

A timestamp representing the point in
time that the signature was generated, as
asserted by the signer.

A timestamp representing the point in time
after which the signature should no longer
be accepted by the verifier, as asserted by
the signer.

The HTTP message to whichan HTTP
message signatureis applied.

The data source from which the HTTP
message component values are drawn. The
context includes the target message and any
additional information the signer or verifier
might have, such asthe full target URI of a
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request or the related request message for a
response.

Theterm "UNIX timestamp" refersto what Section 4.16 of [POSIX.1] calls "seconds since the Epoch”.

This document contains non-normative examples of partial and complete HT TP messages. Some examples use
asingletrailing backslash (\ ) to indicate line wrapping for long values, as per [RFC8792]. The\ character and
leading spaces on wrapped lines are not part of the value.

1.2. Requirements

HTTP permits, and sometimes requires, intermediaries to transform messages in a variety of ways. This can
result in arecipient receiving amessage that is not bitwise-equivalent to the message that was originally sent.
In such acase, the recipient will be unable to verify integrity protections over the raw bytes of the sender's
HTTP message, as verifying digital signatures or MACs requires both signer and verifier to have the exact
same signature base. Since the exact raw bytes of the message cannot be relied upon as areliable source for
asignature base, the signer and verifier have to independently create the signature base from their respective
versions of the message, viaa mechanism that isresilient to safe changes that do not alter the meaning of the
message.

For avariety of reasons, it isimpractical to strictly define what constitutes a safe change versus an unsafe
one. Applicationsuse HTTP in awide variety of ways and may disagree on whether a particular piece of
information in a message (e.g., the message content, the method, or a particular header field) is relevant.
Thus, a general-purpose solution needs to provide signers with some degree of control over which message
components are signed.

HTTP applications may be running in environments that do not provide complete accessto or control over
HTTP messages (such as aweb browser's JavaScript environment) or may be using libraries that abstract away
the details of the protocol (such as the Java HTTP Client (HttpClient) library®). These applications need to be
able to generate and verify signatures despite incomplete knowledge of the HT TP message.

1.3. HTTP Message Transfor mations

Asmentioned earlier, HTTP explicitly permits, and in some cases requires, implementations to transform

messages in avariety of ways. Implementations are required to tolerate many of these transformations. What

follows is a non-normative and non-exhaustive list of transformations that could occur under HTTP, provided

as context:

» Reordering of fields with different field names (Section 5.3 of [HTTP]).

» Combination of fields with the same field name (Section 5.2 of [HTTP]).

« Removal of fieldslisted in the Connection header field (Section 7.6.1 of [HTTP)]).

» Addition of fields that indicate control options (Section 7.6.1 of [HTTF]).

e Addition or removal of atransfer coding (Section 7.7 of [HTTPY]).

« Addition of fields such as Via (Section 7.6.3 of [HTTP]) and Forwarded (Section 4 of [RFC7239]).

e Conversion between different versions of HTTP (e.g., HTTP/1.x to HTTP/2, or vice versa).

» Changesin case (e.g., "Origin" to "origin") of any case-insensitive components such as field names, request
URI scheme, or host.

« Changesto the request target and authority that, when applied together, do not result in a change to the
message's target URI, as defined in Section 7.1 of [HTTP].

Additionally, there are some transformations that are either deprecated or otherwise not allowed but that could
still occur in the wild. These transformations can still be handled without breaking the signature; they include
such actions as:

» Use, addition, or removal of leading or trailing whitespacein afield value.

» Usg, addition, or removal of obs-f ol d in field values (Section 5.2 of [HTTP/1.1]).
1 https://openj dk.java.net/groups/net/httpclient/intro.html
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We can identify these types of transformations as transformations that should not prevent signature verification,
even when performed on message components covered by the signature. Additionally, all changesto
components not covered by the signature should not prevent signature verification.

Some exampl es of these kinds of transformations, and the effect they have on the message signature, are found
in Appendix B.4.

Other transformations, such as parsing and reserializing the field values of a covered component or changing
the value of a derived component, can cause a signature to no longer validate against a target message.
Applications of this specification need to take care to ensure that the transformations expected by the
application are adequately handled by the choice of covered components.

1.4. Application of HTTP M essage Signatures

HTTP message signatures are designed to be a general-purpose tool applicable in awide variety of
circumstances and applications. In order to properly and safely apply HT TP message signatures, an application
or profile of this specification MUST specify, at aminimum, al of the following items:

» The set of component identifiers (Section 2) and signature parameters (Section 2.3) that are expected
and required to be included in the covered components list. For example, an authorization protocol could
mandate that the Authorization field be covered to protect the authorization credentials and mandate that
the signature parameters contain acr eat ed parameter (Section 2.3), while an API expecting semantically
relevant HT TP message content could require the Content-Digest field defined in [DIGEST] to be present
and covered as well as mandate avalue for thet ag parameter (Section 2.3) that is specific to the API being
protected.

» The expected Structured Field types [STRUCTURED-FIELDS] of any required or expected covered
component fields or parameters.

* A means of retrieving the key material used to verify the signature. An application will usualy use the
keyi d parameter of the signature parameters (Section 2.3) and define rules for resolving akey from there,
though the appropriate key could be known from other means such as preregistration of asigner's key.

» The set of alowable signature algorithms to be used by signers and accepted by verifiers.

e A means of determining that the signature algorithm used to verify the signature is appropriate for the key
material and context of the message. For example, the process could use the al g parameter of the signature
parameters (Section 2.3) to state the algorithm explicitly, derive the algorithm from the key material, or use
some preconfigured algorithm agreed upon by the signer and verifier.

* A means of determining that a given key and algorithm used for a signature are appropriate for the context
of the message. For example, a server expecting only ECDSA signatures should know to reject any
RSA signatures, or a server expecting asymmetric cryptography should know to reject any symmetric
cryptography.

e A means of determining the context for derivation of message components from an HT TP message and
its application context. While thisis normally the target HT TP message itself, the context could include
additional information known to the application through configuration, such as an external hostname.

« If binding between arequest and response is heeded using the mechanism provided in Section 2.4, all
elements of the request message and the response message that would be required to provide properties of
such a binding.

e The error messages and codes that are returned from the verifier to the signer when the signature isinvalid,
the key material isinappropriate, the validity time window is out of specification, a component value
cannot be calculated, or any other errors occur during the signature verification process. For example, if a
signature is being used as an authentication mechanism, an HT TP status code of 401 (Unauthorized) or 403
(Forbidden) could be appropriate. If the responseisfrom an HTTP API, aresponse with an HTTP status
code such as 400 (Bad Reguest) could include more details [RFC7807] [RFC9457], such as an indicator
that the wrong key material was used.
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When choosing these parameters, an application of HT TP message signatures has to ensure that the verifier will
have access to al required information needed to recreate the signature base. For example, a server behind a
reverse proxy would need to know the original request URI to make use of the derived component @ ar get -
ur i, even though the apparent target URI would be changed by the reverse proxy (see also Section 7.4.3).
Additionally, an application using signatures in responses would need to ensure that clients receiving signed
responses have access to al the signed portions of the message, including any portions of the request that were
signed by the server using ther eq ("request-response’) parameter (Section 2.4).

Details regarding thiskind of profiling are within the purview of the application and outside the scope of this
specification; however, some additional considerations are discussed in Section 7. In particular, when choosing
the required set of component identifiers, care hasto be taken to make sure that the coverage is sufficient for
the application, as discussed in 7.2.1 and 7.2.8. This specification defines only part of afull security system
for an application. When building a complete security system based on thistool, it isimportant to perform a
security analysis of the entire system, of which HTTP message signatures is a part. Historical systems, such

as AWS Signature Version 4 [AWS-SIGv4], can provide inspiration and examples of how to apply similar
mechanisms to an application, though review of such historical systems does not negate the need for a security
analysis of an application of HTTP message signatures.
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2. HTTP Message Components

In order to allow signers and verifiers to establish which components are covered by a signature, this document
defines component identifiers for components covered by an HT TP message signature, a set of rules for
deriving and canonicalizing the values associated with these component identifiers from the HT TP message,
and the means for combining these canonicalized values into a signature base.

The signature context for deriving these values MUST be accessible to both the signer and the verifier of the
message. The context MUST be the same across all components in a given signature. For example, it would
be an error to use the raw query string for the @uer y derived component but combined query and form
parameters for the @uer y- par amderived component. For more considerations regarding the message
component context, see Section 7.4.3.

A component identifier is composed of a component name and any parameters associated with that name.
Each component name is either an HTTP field name (Section 2.1) or aregistered derived component name
(Section 2.2). The possible parameters for a component identifier are dependent on the component identifier.
The"HTTP Signature Component Parameters' registry, which catalogs all possible parameters, is defined in
Section 6.5.

Within asingle list of covered components, each component identifier MUST occur only once. One component
identifier is distinct from another if the component name differs or if any of the parameters differ for the same
component name. Multiple component identifiers having the same component name MAY be included if they
have parameters that make them distinct, such as" f 00" ; bar and" f 00" ; baz. The order of parameters
MUST be preserved when processing a component identifier (such as when parsing during verification), but the
order of parameters is not significant when comparing two component identifiers for equality checks. That is
tosay, " f 00" ; bar ; baz cannot bein the same messageas" f 00" ; baz; bar , since these two component
identifiers are equivalent, but a system processing one form is not allowed to transform it into the other form.

The component val ue associated with a component identifier is defined by the identifier itself. Component
vaues MUST NOT contain newline (\ n) characters. Some HT TP message components can undergo
transformations that change the bitwise value without altering the meaning of the component's value (for
example, when combining field values). Message component val ues therefore need to be canonicalized before
they are signed, to ensure that a signature can be verified despite such intermediary transformations. This
document defines rules for each component identifier that transform the identifier's associated component value
into such a canonical form.

The following sections define component identifier names, their parameters, their associated values, and the
canonicalization rules for their values. The method for combining message components into the signature base
is defined in Section 2.5.

21 HTTP Fields

The component name for an HTTP field is the lowercased form of its field name as defined in Section 5.1 of
[HTTP]. While HTTP field names are case insensitive, implementations MUST use lowercased field names
(e.g., content -type, dat e, et ag) when using them as component names.

The component value for an HTTP field is the field value for the named field as defined in Section 5.5 of
[HTTP]. Thefield value MUST be taken from the named header field of the target message unlessthis
behavior is overridden by additional parameters and rules, such asther eq andt r flags, below. For most
fields, the field value is an ASCII string as recommended by [HTTP], and the component value is exactly
that string. Other encodings could exist in some implementations, and al non-ASCI|I field values MUST be
encoded to ASCII before being added to the signature base. The bs parameter, as described in Section 2.1.3,
provides a method for wrapping such problematic field values.

Unless overridden by additional parameters and rules, HTTP field values MUST be combined into asingle
value as defined in Section 5.2 of [HTTP] to create the component value. Specifically, HTTP fields sent as
multiple fields MUST be combined by concatenating the values using a single comma and asingle space asa
separator ("," +" "). Note that intermediaries are allowed to combine values of HTTP fields with any amount
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of whitespace between the commas, and if this behavior is not accounted for by the verifier, the signature can
fail, since the signer and verifier will see a different component value in their respective signature bases. For
robustness, it is RECOMMENDED that signed messages include only a single instance of any field covered
under the signature, particularly with the value for any list-based fields serialized using the algorithm below.
This approach increases the chances of the field value remaining untouched through intermediaries. Where that
approach is not possible and multiple instances of afield need to be sent separately, it is RECOMMENDED
that signers and verifiers process any list-based fields taking all individual field values and combining them
based on the strict algorithm below, to counter possible intermediary behavior. When the field in question isa
Structured Field of type List or Dictionary, this effect can be accomplished more directly by requiring the strict
Structured Field serialization of the field value, as described in Section 2.1.1.

Note that some HTTP fields, such as Set-Cookie [COOKIE], do not follow a syntax that allows for the
combination of field valuesin this manner (such that the combined output is unambiguous from multiple
inputs). Even though the component value is never parsed by the message signature process and is used only
as part of the signature base (Section 2.5), caution needs to be taken when including such fields in signatures,
since the combined value could be ambiguous. The bs parameter, as described in Section 2.1.3, provides a
method for wrapping such problematic fields. See Section 7.5.6 for more discussion regarding thisissue.

If the correctly combined value is not directly available for agiven field by an implementation, the following
algorithm will produce canonicalized results for list-based fields:

1. Create an ordered list of the field values of each instance of the field in the message, in the order they occur
(or will occur) in the message.

2. Strip leading and trailing whitespace from each item in the list. Note that since HTTP field values are not
allowed to contain leading and trailing whitespace, this would be a no-op in a compliant implementation.

3. Remove any obsolete line folding within the line, and replace it with asingle space (" "), as discussed in
Section 5.2 of [HTTP/1.1]. Note that this behavior is specific to HTTP/1.1 and does not apply to other
versions of the HT TP specification, which do not allow internal line folding.

4. Concatenate the list of values with asingle comma (*,") and asingle space (" ") between each item.
The resulting string is the component value for the field.

Note that some HTTP fields have values with multiple valid serializations that have equivalent semantics, such
as alowing case-insensitive values that intermediaries could change. Applications signing and processing such
fields MUST consider how to handle the values of such fields to ensure that the signer and verifier can derive
the same value, as discussed in Section 7.5.2.

The following are non-normative examples of component values for header fields, given the following example
HTTP message fragment:

Host: www. exanpl e. com
Date: Tue, 20 Apr 2021 02:07:56 GMI
X- ON5- Header : Leading and trailing whitespace.
X- (bs- Fol d- Header: Obsol ete
I'ine fol di ng.
Cache- Control : max- age=60
Cache-Control : nmust - reval i dat e
Exanpl e-Dict: a=1, b=2; x=1; y=2, c=(a b c)

The following example shows the component values for these example header fields, presented using the
signature base format defined in Section 2.5:
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"host": www. exanpl e. com

"date": Tue, 20 Apr 2021 02:07:56 GMVI

"x-ows- header": Leading and trailing whitespace.
"x-obs-fol d-header": Obsolete |ine fol ding.
"cache-control ": max-age=60, nust-revalidate

"exanpl e-dict": a=1, b=2; x=1; y=2, c=(a b c)

Empty HTTP fields can a so be signhed when present in a message. The canonicalized value is the empty string.
This means that the following empty header field, with (SP) indicating a single trailing space character before
the empty field value:

X- Empt y- Header : ( SP)

is serialized by the signature base generation agorithm (Section 2.5) with an empty string value following the
colon and space added after the component identifier.

"x-enpty- header": ( SP)

Any HTTP field component identifiers MAY have the following parameters in specific circumstances, each
described in detail in their own sections:

sf A Boolean flag indicating that the component valueis serialized using strict encoding of the Structured
Field value (Section 2.1.1).

key A String parameter used to select a single member value from a Dictionary Structured Field (Section
2.1.2).

bs A Boolean flag indicating that individual field values are encoded using Byte Sequence data structures
before being combined into the component value (Section 2.1.3).

req A Boolean flag for signed responses indicating that the component value is derived from the request that
triggered this response message and not from the response message directly. Note that this parameter can
also be applied to any derived component identifiers that target the request (Section 2.4).

tr A Boolean flag indicating that the field value is taken from the trailers of the message as defined in
Section 6.5 of [HTTP]. If thisflag is absent, the field value is taken from the header fields of the message
as defined in Section 6.3 of [HTTP] (Section 2.1.4).

Multiple parameters MAY be specified together, though some combinations are redundant or incompatible. For
example, the st parameter's functionality is already covered when the key parameter is used on aDictionary
item, since key requires strict serialization of the value. The bs parameter, which requires the raw bytes of the
field values from the message, is not compatible with the use of the sf or key parameters, which require the
parsed data structures of the field values after combination.

Additional parameters can be defined in the "HTTP Signature Component Parameters' registry established in
Section 6.5.

2.1.1. Strict Serialization of HTTP Structured Fields

If the value of an HTTP field is known by the application to be a Structured Field type (as defined in
[STRUCTURED-FIELDS] or its extensions or updates) and the expected type of the Structured Field is known,
the signer MAY includethe sf parameter in the component identifier. If this parameter isincluded with a
component identifier, the HTTP field value MUST be serialized using the formal serialization rules specified

in Section 4 of [STRUCTURED-FIELDS] (or the applicable formal serialization section of its extensions or
updates) applicable to the type of the HTTP field. Note that this process will replace any optional internal
whitespace with a single space character, among other potential transformations of the value.

If multiple field values occur within a message, these values MUST be combined into asingle List or
Dictionary structure before serialization.
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If the application does not know the type of the field or does not know how to serialize the type of the field, the
use of thisflag will produce an error. As a consequence, the signer can only reliably sign fields using this flag
when the verifier's system knows the type as well.

For example, the following Dictionary field isavalid serialization:

Exanple-Dict: a=1, b=2; x=1; y=2, c=(a b c)

If included in the signature base without parameters, its value would be:
"exanpl e-dict": a=1, b=2; x=1; y=2, c=(a b c)
However, if the st parameter is added, the value is reserialized as follows:
"exanpl e-dict";sf: a=1, b=2;x=1;y=2, c=(a b c)

The resulting string is used as the component value; see Section 2.1.

2.1.2. Dictionary Structured Field Members

If agiven field is known by the application to be a Dictionary Structured Field, an individual member in the
vaue of that Dictionary isidentified by using the parameter key and the Dictionary member key as a String
value.

If multiple field values occur within a message, these values MUST be combined into a single Dictionary
structure before serialization.

Anindividual member value of a Dictionary Structured Field is canonicalized by applying the serialization
algorithm described in Section 4.1.2 of [STRUCTURED-FIELDS] on the merber _val ue and its parameters,
not including the Dictionary key itself. Specifically, the value is serialized as an Item or Inner List (the two
possible values of a Dictionary member), with all parameters and possible subfields serialized using the strict
serialization rules defined in Section 4 of [STRUCTURED-FIELDS] (or the applicable section of its extensions
or updates).

Each parameterized key for agiven field MUST NOT appear more than once in the signature base.
Parameterized keys MAY appear in any order in the signature base, regardless of the order they occur in the
source Dictionary.

If aDictionary key is named as a covered component but it does not occur in the Dictionary, thisMUST cause
an error in the signature base generation.

The following are non-normative examples of canonicalized values for Dictionary Structured Field members,
given the following example header field, whose value is known by the application to be a Dictionary:

Exanple-Dict: a=1, b=2;x=1;y=2, c=(a b c), d

The following example shows canonicalized values for different component identifiers of thisfield, presented
using the signature base format discussed in Section 2.5:

"exanpl e-di ct"; key="a": 1

"exanpl e-di ct"; key="d": ?1
"exanpl e-di ct"; key="b": 2; x=1;y=2
"exanpl e-di ct"; key="c": (a b c)

Note that the value for key="c" has been reserialized according to the strict menber _val ue algorithm, and
the value for key="d" has been serialized as a Boolean value.

Backman, et al. Expires August 2024 [Page 14]


https://www.rfc-editor.org/rfc/rfc8941.html#section-4.1.2
https://www.rfc-editor.org/rfc/rfc8941.html#section-4

RFC 9421 HTTP Message Signatures February 2024

2.1.3. Binary-Wrapped HTTP Fields

If the value of the HTTP field in question is known by the application to cause problems with serialization,
particularly with the combination of multiple valuesinto asingle line as discussed in Section 7.5.6, the signer
SHOULD include the bs parameter in a component identifier to indicate that the values of the field need to be
wrapped as binary structures before being combined.

If this parameter isincluded with a component identifier, the component value MUST be calculated using the
following algorithm:

1. Lettheinput be the ordered set of valuesfor afield, in the order they appear in the message.

Create an empty List for accumulating processed field values.

For each field value in the set:

Theintermediate result isaList of Byte Sequence values.

Follow the strict serialization of aList as described in Section 4.1.1 of [STRUCTURED-FIELDS], and
return this output.

o~ wDN

For example, the following field with internal commas prevents the distinct field values from being safely
combined:

Exanpl e- Header: value, with, lots
Exanpl e- Header: of, conmas

In our example, the same field can be sent with a semantically different single value:

Exanpl e- Header: value, with, lots, of, conmas

Both of these versions are treated differently by the application. However, if included in the signature base
without parameters, the component value would be the same in both cases:

"exanpl e- header": value, with, lots, of, commas

However, if the bs parameter is added, the two separate instances are encoded and serialized as follows:
"exanpl e- header"; bs: : dnFsdWJsl HdpdGgsl GxvdHMVE: , : b2Ysl G\vbWLhcw==:

For the single-instance field above, the encoding with the bs parameter is:

"exanpl e- header " ; bs: : dnFsdWJsl HdpdGgs| GxvdHVsl GBnlLCBj b21t YXM=:

This component value is distinct from the multiple-instance field above, preventing a collision that could
potentially be exploited.

2.1.4. Trailer Fields

If the signer wants to include atrailer field in the signature, the signer MUST include thet r Boolean
parameter to indicate that the value MUST be taken from the trailer fields and not from the header fields.

For example, given the following message:
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HTTP/ 1.1 200 OK

Content - Type: text/plain
Tr ansf er - Encodi ng: chunked
Trailer: Expires

4
HTTP

-

Message

a

Si gnat ur es

0

Expires: Wed, 9 Nov 2022 07:28: 00 GVI

The signer decides to add both the Trailer header field and the Expirestrailer field to the signature base, along
with the status code derived component:

"@tatus": 200
"trailer": Expires
"expires";tr: Wed, 9 Nov 2022 07:28:00 GVI

If afield isavailable as both a header and atrailer in amessage, both values MAY be signed, but the values
MUST be signed separately. The values of header fields and trailer fields of the same name MUST NOT be
combined for purposes of the signature.

Since trailer fields could be merged into the header fields or dropped entirely by intermediaries as per Section
6.5.1 of [HTTF], itisNOT RECOMMENDED to include trailers in the signature unless the signer knows that
the verifier will have access to the values of the trailers as sent.

2.2. Derived Components

In addition to HTTP fields, there are a number of different components that can be derived from the control
data, signature context, or other aspects of the HT TP message being signed. Such derived components can be
included in the signature base by defining a component name, possible parameters, message targets, and the
derivation method for its component value.

Derived component names MUST start with the "at" (@ character. This differentiates derived component
names from HTTP field names, which cannot contain the @character as per Section 5.1 of [HTTP]. Processors
of HTTP message signatures MUST treat derived component names separately from field names, as discussed

in Section 7.5.1.

This specification defines the following derived components:

@method The method used for arequest (Section 2.2.1).

@target-uri The full target URI for arequest (Section 2.2.2).

@authority The authority of the target URI for arequest (Section 2.2.3).

@scheme The scheme of the target URI for arequest (Section 2.2.4).

@request-target The request target (Section 2.2.5).

@path The absolute path portion of the target URI for arequest (Section 2.2.6).

@query The query portion of the target URI for arequest (Section 2.2.7).

@query-param A parsed and encoded query parameter of the target URI for arequest (Section
2.2.8).

@status The status code for aresponse (Section 2.2.9).
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Additional derived component names are defined in the "HTTP Signature Derived Component Names" registry
(Section 6.4).

Derived component values are taken from the context of the target message for the signature. This context
includes information about the message itself, such asits control data, as well as any additional state and
context held by the signer or verifier. In particular, when signing a response, the signer can include any derived
components from the originating request by using ther eq parameter (Section 2.4).

regquest: Values derived from, and results applied to, an HT TP request message as
described in Section 3.4 of [HTTP]. If the target message of the signature
isaresponse, derived components that target request messages can be
included by using ther eq parameter as defined in Section 2.4.

response; Values derived from, and results applied to, an HT TP response message as
described in Section 3.4 of [HTTP].

reguest, response: Values derived from, and results applied to, either a request message or a
response message.

A derived component definition MUST define all target message types to which it can be applied.

Derived component values MUST be limited to printable characters and spaces and MUST NOT contain any
newline characters. Derived component values MUST NOT start or end with whitespace characters.

2.2.1. Method

The @ret hod derived component refers to the HTTP method of a request message. The component value
is canonicalized by taking the value of the method as a string. Note that the method name is case sensitive
asper [HTTP], Section 9.1. While conventionally standardized method names are uppercase [ASCII], no
transformation to the input method value's case is performed.

For example, the following request message:

POST / pat h?par amrval ue HTTP/ 1.1
Host: www. exanpl e.com

would result in the following @ret hod component value:
POST
and the following signature base line:

" @ret hod": POST

2.2.2. Target URI

The @ ar get - ur i derived component refers to the target URI of arequest message. The component valueis
the target URI of the request ([HTTP], Section 7.1), assembled from all available URI components, including
the authority.

For example, the following message sent over HTTPS;

PCST / pat h?par anrval ue HTTP/ 1. 1
Host: www. exanpl e. com

would result in the following @ ar get - uri component value:
htt ps://ww. exanpl e. conl pat h?par amrval ue

and the following signature base line:
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"@arget-uri": https://ww. exanpl e. conl pat h?par anrval ue

2.2.3. Authority

The @wut hori t'y derived component refers to the authority component of the target URI of the HTTP
reguest message, as defined in [HTTP], Section 7.2. InHTTP/1.1, thisis usually conveyed using the Host
header field, whilein HTTP/2 and HTTP/3 it is conveyed using the :authority pseudo-header. The valueisthe
fully qualified authority component of the request, comprised of the host and, optionally, port of the request
target, as a string. The component value MUST be normalized according to the rules provided in [HTTP],
Section 4.2.3. Namely, the hostname is normalized to lowercase, and the default port is omitted.

For example, the following request message:

PCST / pat h?par anrval ue HTTP/ 1. 1
Host: www. exanpl e. com

would result in the following @ut hor i t y component value:
wwv, exanpl e. com

and the following signature base line:

"@ut hority": waw. exanpl e.com

The @t hori ty derived component SHOULD be used instead of signing the Host header field directly. See
Section 7.2.4.
2.2.4. Scheme

The @ chemne derived component refers to the scheme of the target URL of the HTTP request message. The
component value is the scheme as alowercase string as defined in [HTTP], Section 4.2. While the scheme itself
is caseinsensitive, it MUST be normalized to lowercase for inclusion in the signature base.

For exampl e, the following request message sent over plain HTTP:

POST / pat h?par amrval ue HTTP/ 1.1
Host: www. exanpl e. com

would result in the following @ cheme component value:
http
and the following signature base line:

"@chene": http

2.2.5. Request Target

The @ equest -t ar get derived component refersto the full request target of the HTTP request message, as
defined in [HTTP], Section 7.1. The component value of the request target can take different forms, depending
on the type of request, as described below.

For HTTP/1.1, the component value is equivalent to the request target portion of the request line. However, this
value is more difficult to reliably construct in other versions of HTTP. Therefore, itisNOT RECOMMENDED
that this component be used when versions of HTTP other than 1.1 might be in use.

The origin form value is a combination of the absolute path and query components of the request URL.
For example, the following request message:
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PCOST / pat h?par anrval ue HTTP/ 1. 1
Host: www. exanpl e. com

would result in the following @ equest - t ar get component value:
/ pat h?par anrval ue

and the following signature base line:

"@equest-target": /path?paranrval ue

The following request to an HTTP proxy with the absolute-form value, containing the fully qualified target
URI:

CET https://ww. exanpl e. conf pat h?par anrval ue HTTP/ 1. 1

would result in the following @ equest - t ar get component value:

htt ps://ww. exanpl e. coni pat h?par amrval ue

and the following signature base line:

"@equest-target": https://ww. exanpl e. conl pat h?par anrval ue

The following CONNECT request with an authority-form value, containing the host and port of the target:

CONNECT www. exanpl e. com 80 HTTP/ 1.1
Host: www. exanpl e.com

would result in the following @ equest - t ar get component value:
www. exanpl e. com 80

and the following signature base line:

"@equest-target": ww. exanpl e. com 80

The following OPTIONS request message with the asterisk-form value, containing a single asterisk (*)
character:

OPTIONS * HTTP/ 1.1
Host: www. exanpl e.com

would result in the following @ equest - t ar get component value:
*
and the following signature base line:

"@equest-target": *

2.2.6. Path

The @at h derived component refers to the target path of the HT TP request message. The component value
is the absolute path of the request target defined by [URI], with no query component and no trailing question
mark (?) character. The value is normalized according to the rules provided in [HTTP], Section 4.2.3. Namely,
an empty path string is normalized as asingle slash (/ ) character. Path components are represented by their
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values before decoding any percent-encoded octets, as described in the simple string comparison rules provided
in Section 6.2.1 of [URI].

For example, the following request message:

CET / pat h?par anrval ue HTTP/ 1.1
Host: www. exanpl e. com

would result in the following @at h component value:
/ pat h
and the following signature base line:

"@ath": /path

2.2.7. Query

The @uer y derived component refersto the query component of the HTTP request message. The component
value is the entire normalized query string defined by [URI], including the leading ? character. The valueis
read using the simple string comparison rules provided in Section 6.2.1 of [URI]. Namely, percent-encoded
octets are not decoded.

For example, the following request message:

GET / pat h?par anrval ue&f oo=bar &az=bat %2Dman HITP/ 1. 1
Host: www. exanpl e. com

would result in the following @juer y component value:
?par anrval ue&f oo=bar &az=bat ¥2Dnan

and the following signature base line:

"@uery": ?paranrval ue&f oo=bar &az=bat ¥2Dnan

The following request message:

PCOST / pat h?queryString HTTP/ 1.1
Host: www. exanpl e. com

would result in the following @juer y component value:
?queryString

and the following signature base line:

"@uery": ?queryString

Just like including an empty path component, the signer can include an empty query component to indicate
that this component is not used in the message. If the query string is absent from the request message, the
component value isthe leading ? character alone:

2
resulting in the following signature base line:

"@uery": ?
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2.2.8. Query Parameters

If the query portion of arequest target URI uses HTML form parameters in the format defined in 5 of
[HTMLURL], the @uer y- par amderived component allows addressing of these individual query
parameters. The query parameters MUST be parsed according to 5.1 of [HTMLURL], resulting in alist of
(nameSt ri ng, val ueSt ri ng) tuples. The REQUIRED nane parameter of each component identifier
contains the encoded nameSt r i ng of asingle query parameter as a String value. The component value of a
single named parameter isthe encoded val ueSt r i ng of that single query parameter. Several different named
guery parameters MAY beincluded in the covered components. Single named parameters MAY occur in any
order in the covered components, regardless of the order they occur in the query string.

The value of the nare parameter and the component value of a single named parameter are calculated viathe
following process:

1. ParsethenanmeStri ng orval ueSt ri ng of the named query parameter defined by 5.1 of [HTMLURL];
thisisthe value after percent-encoded octets are decoded.

2. EncodethenanmeStri ng orval ueSt ri ng using the "percent-encode after encoding” process defined
by 5.2 of [HTMLURLY]; thisresultsin an ASCII string [ASCII].

3. Output the ASCII string.
Note that the component value does not include any leading question mark (?) characters, equals sign (=)
characters, or separating ampersand (&) characters. Named query parameters with an empty val ueSt ri ng

have an empty string as the component value. Note that due to inconsistencies in implementations, some query
parameter parsing libraries drop such empty values.

If aquery parameter is named as a covered component but it does not occur in the query parameters, this
MUST cause an error in the signature base generation.

For example, for the following request:

CET / pat h?par anrval ue&f oo=bar &az=bat man&qux= HTTP/ 1. 1
Host: www. exanpl e.com

Indicating the baz, qux, and par amnamed query parameters would result in the following @uer y- par am
component values:

baz bat man
gux: an empty string
param: val ue

and the following signature base lines, with (SP) indicating a single trailing space character before the empty
component value:

"@uery- parant'; name="baz": bat man
"@uer y- par ant'; name="qux": ( SP)
"@uery- par ant'; name="parant: val ue

This derived component has some limitations. Specifically, the algorithms provided in 5 of [HTMLURL]

only support query parameters using percent-escaped UTF-8 encoding. Other encodings are not supported.
Additionally, multiple instances of a named parameter are not reliably supported in the wild. If a parameter
name occurs multiple timesin a request, the named query parameter MUST NOT be included. If multiple
parameters are common within an application, itis RECOMMENDED to sign the entire query string using the
@uer y component identifier defined in Section 2.2.7.

The encoding process alows query parameters that include newlines or other problematic charactersin their
values, or with alternative encodings such as using the plus (+) character to represent spaces. For the query
parameters in this message:
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NOTE: '\' line wapping per RFC 8792

CET / par anet er s?var =t hi s%20i s%20a%20bi g¥®Amul til i ne¥20val ue&\

bar =wi t h+pl us+whi t espace&f a%C3%A7ade¥22%8A%20=sonet hi ng HTTP/ 1. 1
Host: www. exanpl e. com
Date: Tue, 20 Apr 2021 02:07:56 GMT

The resulting values are encoded as follows:

"@uery- parant; name="var": thi s%20i s%20a%20bi g¥®Anul ti |l i ne%20val ue
"@uery-parant; name="bar": w t h%20pl us¥20whi t espace
"@uery- par ant'; nane="f a%C3%A7ade%22%8A%20" : sonet hi ng

If the encoding were not applied, the resultant values would be:

"@uery-parant; nanme="var": this is a big

mul tiline val ue

"@uery-parant; name="bar": with plus whitespace
"@uery- parant; name="facade\": ": sonething

This base string contains characters that violate the constraints on component names and values and is therefore
invalid.
2.2.9. StatusCode

The @t at us derived component refers to the three-digit numeric HTTP status code of a response message
as defined in [HTTP], Section 15. The component value is the serialized three-digit integer of the HTTP status
code, with no descriptive text.

For example, the following response message:

HTTP/ 1.1 200 OK
Date: Fri, 26 Mar 2010 00: 05: 00 GMT

would result in the following @t at us component value:
200

and the following signature base line:

"@tatus": 200

The @t at us component identifier MUST NOT be used in a request message.

2.3. Signature Parameters

HTTP message signatures have metadata properties that provide information regarding the signature's
generation and verification, consisting of the ordered set of covered components and the ordered set of
parameters, where the parameters include a timestamp of signature creation, identifiers for verification key
material, and other utilities. This metadatais represented by a special message component in the signature base
for signature parameters; this special message component is treated slightly differently from other message
components. Specifically, the signature parameters message component is REQUIRED as the last line of the
signature base (Section 2.5), and the component identifier MUST NOT be enumerated within the set of covered
components for any signature, including itself.

The signature parameters component nameis @i gnat ur e- par ans.
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The signature parameters component value is the serialization of the signature parameters for this signature,
including the covered components ordered set with all associated parameters. These parameters include any of
the following:

creat ed: Creation time as a UNIX timestamp value of type Integer.
Sub-second precision is not supported. Theinclusion of this
parameter is RECOMMENDED.

expires: Expiration time as a UNIX timestamp value of type Integer.
Sub-second precision is not supported.

nonce: A random unique value generated for this signature as a
String value.

al g: The HTTP message signature algorithm from the "HTTP
Signature Algorithms" registry, as a String value.

keyi d: The identifier for the key material as a String value.

tag: An application-specific tag for the signature as a String value.

Thisvalueis used by applicationsto help identify signatures
relevant for specific applications or protocols.

Additional parameters can be defined in the "HTTP Signature M etadata Parameters” registry (Section 6.3).
Note that the parameters are not in any general order, but once an ordering is chosen for a given set of
parameters, it cannot be changed without altering the signature parameters value.

The signature parameters component value is serialized as a parameterized Inner List using the rules provided
in Section 4 of [STRUCTURED-FIELDS] asfollows:
1. Let the output be an empty string.

2. Determine an order for the component identifiers of the covered components, not including the
@i gnat ur e- par ams component identifier itself. Once this order is chosen, it cannot be changed. This
order MUST be the same order asthat used in creating the signature base (Section 2.5).

3. Seridize the component identifiers of the covered components, including all parameters, as an ordered
Inner List of String values according to Section 4.1.1.1 of [STRUCTURED-FIELDS]; then, append this to
the output. Note that the component identifiers can include their own parameters, and these parameters are
ordered sets. Once an order is chosen for a component's parameters, the order cannot be changed.

4. Determine an order for any signature parameters. Once this order is chosen, it cannot be changed.

5. Append the parameters to the Inner List in order according to Section 4.1.1.2 of [STRUCTURED-
FIELDS], skipping parameters that are not available or not used for this message signature.

6. The output contains the signature parameters component value.

Note that the Inner List serialization from Section 4.1.1.1 of [STRUCTURED-FIELDS] is used for the covered
component value instead of the List serialization from Section 4.1.1 of [STRUCTURED-FIELDS] in order to
facilitate parallelism with this value's inclusion in the Signature-Input field, as discussed in Section 4.1.

This example shows the serialized component value for the parameters of an example message signature:
NOTE: '\' line wapping per RFC 8792
("@arget-uri" "@uthority" "date" "cache-control ")\

; keyi d="t est - key-rsa-pss";al g="rsa- pss-shab512";\

creat ed=1618884475; expi res=1618884775

Note that an HTTP message could contain multiple signatures (Section 4.3), but only the signature parameters
used for asingle signature are included in a given signature parameters entry.
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2.4. Signing Request Componentsin a Response M essage

When arequest message resultsin a signed response message, the signer can include portions of the request
message in the signature base by adding the r eq parameter to the component identifier.

req A Boolean flag indicating that the component value is derived from the request that triggered this
response message and not from the response message directly.

This parameter can be applied to both HTTP fields and derived components that target the request, with the
same semantics. The component value for a message component using this parameter is calculated in the same
manner asit is normally, but datais pulled from the request message instead of the target response message to
which the signature is applied.

Note that the same component name MAY be included with and without the r eq parameter in asingle
signature base, indicating the same named component from both the request message and the response
message.

Ther eq parameter MAY be combined with other parameters as appropriate for the component identifier, such
asthe key parameter for a Dictionary field.

For example, when serving aresponse for this request:

NOTE: '\' line wapping per RFC 8792

PCST /f oo?par amVal ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMI

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy 8pnoj AKGAMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Cont ent - Type: application/json

Content-Length: 18

{"hello": "world"}

This would result in the following unsigned response message:

NOTE: '\' line wapping per RFC 8792

HTTP/ 1.1 503 Service Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GMI

Cont ent - Type: application/json

Cont ent - Lengt h: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03nsl f 6KAMC 0ESHOLf wn\
HJI Dbk k WAQz 6 PhhU9kxs TbARt Y2PTBOz q24uJ FpHs MUAg==:

{"busy": true, "nessage": "Your call is very inportant to us"}

The server signs the response with its own key, including the @t at us code and several header fieldsin

the covered components. While this covers a reasonable amount of the response for this application, the
server additionally includes several components derived from the original request message that triggered

this response. In this example, the server includes the method, authority, path, and content digest from the
reguest in the covered components of the response. The Content-Digest for both the request and the response
isincluded under the response signature. For the application in this example, the query is deemed not to be
relevant to the response and is therefore not covered. Other applications would make different decisions based
on application needs, as discussed in Section 1.4.

The signature base for this exampleis:

Backman, et al. Expires August 2024 [Page 24]



RFC 9421 HTTP Message Signatures February 2024

NOTE: '\' line wapping per RFC 8792

"@tatus": 503

"content-digest": sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03ns| f 6KAMC 0 ESHObf \
wnHI Dbk kWAQz 6 PhhU9kxs ThARt Y2PTBOz q24uJ FpHs MuAg==:

"content-type": application/json

"@ut hority";req: exanple.com

"@et hod"; req: POST

"@ath";req: /foo

"content-digest";req: sha-512=: WDPaVn/ 7XgHaAy8pnpj Ak GMRx2UFChF41A\
2svX+TaPm+AbwAgBWAr 1§ Y1 | u7BNNyeal dVLvRMVMEMTHWKY Jwew==:

" @i gnature-parans": ("@tatus" "content-digest" "content-type" \
"@uthority";req "@ethod";req "@ath";req "content-digest";req)\
; creat ed=1618884479; keyi d="t est - key- ecc- p256"

The signed response message is:

NOTE: '\' line wapping per RFC 8792

HTTP/ 1.1 503 Service Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GMI

Cont ent - Type: application/json

Content -Lengt h: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03nsl f 6KAMCl 0ESHOLf wn\
HI Dbk k WAQz 6 PhhU9kxs TbARt Y2PTBOz q24uJ FpHs MuAg==:

Signature-lnput: reqres=("@tatus" "content-digest" "content-type" \
"@uthority";req "@rethod";req "@ath";req "content-digest";req)\
; Creat ed=1618884479; keyi d="t est - key- ecc- p256"

Si gnature: regres=:dMI/ A/ 76ehr dBTD/ 2Xx8QuUKV6FoyzEP/ | 9hdzKNSLQILNgz W
AW 67HKOS5r x1i 8meNQQuQPgQr8wg2i ve3t V5Ag==:

{"busy": true, "nessage": "Your call is very inmportant to us"}

Note that the ECDSA signature algorithm in use here is non-deterministic, meaning that a different signature
value will be created every time the algorithm is run. The signature value provided here can be validated
against the given keys, but newly generated signature values are not expected to match the example. See
Section 7.3.5.

Since the component values from the request are not repeated in the response message, the requester MUST
keep the original message component values around long enough to validate the signature of the response that
uses this component identifier parameter. In most cases, this means the requester needs to keep the original
reguest message around, since the signer could choose to include any portions of the request in its response,
according to the needs of the application. Sinceit is possible for an intermediary to alter arequest message
beforeit is processed by the server, applications need to take care not to sign such altered values, as the client
would not be able to validate the resulting signature.

It isalso possible for a server to create a signed response in response to a signed request. For this example of a
signed request:

Backman, et al. Expires August 2024 [Page 25]



RFC 9421 HTTP Message Signatures February 2024

NOTE: '\' line wapping per RFC 8792

PCOST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMVI

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnpj AKGWRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr 17 Y1 | u7BNNyeal dVLvRWENMTHWKv Jwew==:

Cont ent - Type: application/json

Cont ent - Lengt h: 18

Si gnat ure- I nput: sigl=("@rethod" "@uthority" "@ath" "@uery" \
"content-digest" "content-type" "content-Ilength")\

; creat ed=1618884475; keyi d="t est - key-r sa- pss"

Si gnature: sigl=:e8UJ5wM Raonl t h5ERt EBG i EH7Akcr 493nQ07VPNo6y3qvj dK\
t Of 08VHOBxXDj nt Yoat GYBGIVI M | p06eVMVEYNW2I 4vN7XDAz 7nbv1108vGzaDl j r\
dOH8+SJ28g7bzn6h2xel/ 8q+qUnahWA/ JmC8a0C9i Vnwh OKCc OWEr LgWOWNT Y6 VL p4\
2Q¢ 7j j hYT5Wr/ wCvf KOALVHHLI JXsV873Z6hpxesd50PSmO+xaNeYvDLvVdZIl ht wA
5PCt UYzKj Howma Q6 DEuMBUdRj YsoNgp2xZKcuCOLnKcOV3Rj pgMZLuuy VbHDAbCzr \
0pg2d2VM OC33JAU7neEj j aNz+d7LWPg==:

{"hello": "world"}

The server could choose to sign portions of this response, including several portions of the request, resulting in
this signature base:

NOTE: '\' line wapping per RFC 8792

"@tatus": 503

"content-di gest": sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03nsl f 6KAMC 0ESHOLf \
wnHJ Dbk kWAQz 6PhhU9kxs ThARt Y2PTBOzq24uJ FpHs MuAg==:

"content-type": application/json

"@ut hority";req: exanple.com

"@ret hod"; req: POST

"@ath";req: /foo

"@uery";req: ?paranrVal ue&Pet =dog

"content-di gest";req: sha-512=: WDPaVn/ 7XgHaAy8pnnj Ak GMRx2UFChF41A\
2svX+TaPm+AbwAgBWAr 1§ Y1 | u7BNNyeal dVLvRMVMENMTHWKY Jwew==:

"content-type";req: application/json

"content-length";req: 18

" @i gnature-parans": ("@tatus" "content-digest" "content-type" \
"@uthority";req "@ethod";req "@ath";req "@uery";req \
"content-digest";req "content-type";req "content-Ilength";req)\
; creat ed=1618884479; keyi d="t est - key- ecc- p256"

and the following signed response:
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NOTE: '\' line wapping per RFC 8792

HTTP/ 1.1 503 Service Unavail abl e

Date: Tue, 20 Apr 2021 02:07:56 GMT

Cont ent - Type: application/json

Content - Lengt h: 62

Cont ent - Di gest: sha-512=: 0Y6i CBzGg5r Zt 0XS95I j z03nsl f 6KAMC 0ESHOLbf wn\
HJ Dbk kWAQz 6PhhU9kxs TbARt Y2PTBCOz q24uJ FpHs MUAg==:

Signature-lnput: reqres=("@tatus" "content-digest" "content-type" \
"@uthority";req "@rethod";req "@ath";req "@uery";req \
"content-digest";req "content-type";req "content-length";req)\

; Creat ed=1618884479; keyi d="t est - key- ecc- p256"

Si gnature: regres=: C73J41GVKc+TYXbSobvZzZf 0CrNcpt Ri WA+NY1Or 0A361 Sg6ym

dRN6ZgR2CX r t opFNzgAyv+CeW MsNbcV2( sgg==:

{"busy": true, "nessage": "Your call is very inportant to us"}

Note that the ECDSA signature algorithm in use here is non-deterministic, meaning that a different signature
value will be created every time the algorithm is run. The signature value provided here can be validated
against the given keys, but newly generated signature values are not expected to match the example. See
Section 7.3.5.

Applications signing aresponse to asigned request SHOULD sign all of the components of the request
signature value to provide sufficient coverage and protection against a class of collision attacks, as discussed in
Section 7.3.7. The server in this example hasincluded all components listed in the Signature-Input field of the
client's signature on the request in the response signature, in addition to components of the response.

Whileit is syntactically possible to include the Signature and Signature-Input fields of the request message

in the signature components of a response to a message using this mechanism, this practiceis NOT
RECOMMENDED. Thisis because signatures of signatures do not provide transitive coverage of covered
components as one might expect, and the practice is susceptible to several attacks as discussed in Section 7.3.7.
An application that needs to signal successful processing or receipt of a signature would need to carefully
specify alternative mechanisms for sending such asignal securely.

The response signature can only ever cover what isincluded in the request message when using this flag.
Consequently, if an application needs to include the message content of the request under the signature of its
response, the client needs to include a means for covering that content, such as a Content-Digest field. See the
discussion in Section 7.2.8 for more information.

Ther eq parameter MUST NOT be used for any component in a signature that targets a request message.

2.5. Creating the Signature Base

The signature base is an ASCI|I string [ASCII] containing the canonicalized HT TP message components
covered by the signature. The input to the signature base creation algorithm is the ordered set of covered
component identifiers and their associated values, along with any additional signature parameters discussed in
Section 2.3.

Component identifiers are serialized using the strict serialization rules defined by [STRUCTURED-FIELDS],
Section 4. The component identifier has a component name, which is a String Item value seriaized using the
sf - stri ng ABNF rule. The component identifier MAY also include defined parameters that are serialized
using the par anet er s ABNF rule. The signature parameters line defined in Section 2.3 follows this same
pattern, but the component identifier is a String Item with a fixed value and no parameters, and the component
valueisaways an Inner List with optional parameters.
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Note that this means the serialization of the component name itself is encased in double quotes, with
parameters following as a semicolon-separated list, such as" cache-control ", " @ut hori ty",
" @i gnat ur e- parans", or " exanpl e-di cti onary"; key="foo0",

The output is the ordered set of bytes that form the signature base, which conforms to the following ABNF:

si gnature-base = *( signature-base-line LF ) signature-parans-Iline
si gnat ure-base-line = conponent-identifier ":" SP

( derived-conponent-value / *field-content )

; no obs-fold nor obs-text
conmponent -i dentifier = conponent-nane paraneters
conponent - name = sf-string
derived- conponent-value = *( VCHAR / SP )
si gnat ur e- parans-1ine = DQUOTE " @i gnat ur e- parans”" DQUOTE

":" SP inner-list

To create the signature base, the signer or verifier concatenates entries for each component identifier in the
signature's covered components (including their parameters) using the following algorithm. All errors produced
as described MUST fail the algorithm immediately, without outputting a signature base.

1. Let the output be an empty string.

2. For each message component item in the covered components set (in order):

3. Append the signature parameters component (Section 2.3) according to the Si gnat ur e- par ans- 1 i ne
rule asfollows:

4. Produce an error if the output string contains any non-ASCII characters [ASCII].

5. Return the output string.

If covered components reference a component identifier that cannot be resolved to a component value in the
message, the implementation MUST produce an error and not create a signature base. Such situationsinclude,
but are not limited to, the following:

» Thesigner or verifier does not understand the derived component name.

« The component name identifies afield that is not present in the message or whose value is malformed.

* The component identifier includes a parameter that is unknown or does not apply to the component
identifier to which it is attached.

« The component identifier indicates that a Structured Field serialization is used (viathe sf parameter), but
the field in question is known to not be a Structured Field or the type of Structured Field is not known to the
implementation.

e The component identifier is a Dictionary member identifier that references afield that is not present in the
message, that is not a Dictionary Structured Field, or whose value is malformed.

» The component identifier is a Dictionary member identifier or a named query parameter identifier that
references a member that is not present in the component value or whose value is malformed. For example,
theidentifier is" exanpl e-di ct"; key="c", and the value of the Example-Dict header fieldisa=1,
b=2, which does not have the ¢ value.

In the following non-normative example, the HTTP message being signed is the following request:
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NOTE: '\' line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMT

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AkGAMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr |i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Content-Length: 18

{"hello": "world"}

The covered components consist of the @ret hod, @ut hori ty, and @at h derived components followed
by the Cont ent - Di gest, Cont ent - Lengt h, and Cont ent - Type HTTP header fields, in order. The
signature parameters consist of a creation timestamp of 1618884473 and akey identifier of t est - key-

r sa- pss. Note that no explicit al g parameter is given here, since the verifier is known by the application
to use the RSA-PSS algorithm based on the identified key. The signature base for this message with these
parametersis:

NOTE: '\' line wapping per RFC 8792

"@ret hod": POST

"@uthority": exanple.com

"@ath": /foo

"content-digest": sha-512=: WZDPaVn/ 7XgHaAy8pnoj AkKGMRx2UFChF41A2sv X\
+TaPm+AbwAgBWAr 1 YI | u7BNNyeal dVLvRWEMTHWKY Jwew==:

"content-length": 18

"content-type": application/json

"@ignature-parans": ("@rethod" "@uthority" "@ath" \
"content-digest" "content-length" "content-type")\
; creat ed=1618884473; keyi d="t est - key-rsa- pss"

Figure 1: Non-normative Example Signature Base

Note that the example signature base above does not include the final newline that ends the displayed example,
nor do other example signature bases displayed elsewhere in this specification.
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3. HTTP Message Signatures

An HTTP message signature is a signature over a string generated from a subset of the components of an
HTTP message in addition to metadata about the signature itself. When successfully verified against an HTTP
message, an HT TP message signature provides cryptographic proof that the message is semantically equivalent
to the message for which the signature was generated, with respect to the subset of message components that
was signed.

3.1. Creating a Signature

Creation of an HTTP message signature is a process that takes as its input the signature context (including the
target message) and the requirements for the application. The output is a signature value and set of signature
parameters that can be communicated to the verifier by adding them to the message.

In order to create a signature, asigner MUST apply the following algorithm:

1. Thesigner chooses an HTTP signature algorithm and key material for signing from the set of potential
signing algorithms. The set of potential algorithmsis determined by the application and is out of scope for
this document. The signer MUST choose key material that is appropriate for the signature's algorithm and
that conforms to any requirements defined by the algorithm, such as key size or format. The mechanism by
which the signer chooses the algorithm and key material is out of scope for this document.

2. Thesigner setsthe signature's creation time to the current time.

3. If applicable, the signer sets the signature's expiration time property to the time at which the signature
isto expire. The expiration is a hint to the verifier, expressing the time at which the signer is no longer
willing to vouch for the signature. An appropriate expiration length, and the processing requirements of this
parameter, are application specific.

4. Thesigner creates an ordered set of component identifiers representing the message componentsto be
covered by the signature and attaches signature metadata parameters to this set. The serialized value of this
set is later used as the value of the Signature-Input field as described in Section 4.1.

5. The signer creates the signature base using these parameters and the signature base creation agorithm
(Section 2.5).

6. Thesigner usesthe HTTP_SI GN primitive function to sign the signature base with the chosen signing
algorithm using the key material chosen by the signer. The HTTP_SI GN primitive and several concrete
applications of signing algorithms are defined in Section 3.3.

7. The byte array output of the signature function is the HT TP message signature output value to be included
in the Signature field as defined in Section 4.2.

For example, given the HTTP message and signature parameters in the example in Section 2.5, the example
signature base is signed with thet est - key- r sa- pss key (see Appendix B.1.2) and the RSASSA-PSS
algorithm described in Section 3.3.1, giving the following message signature output value, encoded in Base64:

NOTE: '\' line wapping per RFC 8792

HI bj HC5r SOBYaa9v4 Q¥ D4193TORW/u9edguPhOAVBAMYOW nt | Fr CGUDI h47vAxi 4L2\
YRZ3XMIc LuCKk/ JOZnz+wet a4nKl gBkKgOr MDhs 3CQyx XGxHLMCy 8uqK4880+9j r pt Q
+xFPHK7a9sRL11 XNaagCNN3ZxJsYapFj +JXbmal 5r t AdSf Svz PuBCh+ARHBmMAINo1Uz\
WWdHXr | 8ePL4cccql azl JdCAQE] r F+Sn4l xBQz TZsL9y9TP5FsZYzHvDgbl nkTNi gBc\
E9cKOYNFCn4D/ WW F6 TNuZO9Egt zepLWej Tym HzK7aXg6Anbsf Or pl C49y X j 3ae6H\
Ral Vc/ g==

Figure 2: Non-normative Example Signature Value

Note that the RSA-PSS algorithm in use here is non-deterministic, meaning that a different signature value will
be created every time the algorithm is run. The signature value provided here can be validated against the given
keys, but newly generated signature values are not expected to match the example. See Section 7.3.5.

Backman, et al. Expires August 2024 [Page 30]



RFC 9421 HTTP Message Signatures February 2024

3.2. Verifying a Signature

Verification of an HTTP message signature is a process that takes as its input the signature context (including
the target message, particularly its Signature and Signature-Input fields) and the requirements for the
application. The output of the verification is either a positive verification or an error.

In order to verify asignature, averifier MUST apply the following algorithm:

1

Parse the Signature and Signature-Input fields as described in 4.1 and 4.2, and extract the signaturesto be
verified and their |abels.

Parse the values of the chosen Signature-Input field as a parameterized Inner List to get the ordered list of
covered components and the signature parameters for the signature to be verified.

Parse the value of the corresponding Signature field to get the byte array value of the signature to be
verified.

Examine the signature parameters to confirm that the signature meets the requirements described in this
document, as well as any additional requirements defined by the application such as which message
components are required to be covered by the signature (Section 3.2.1).

Determine the verification key material for this signature. If the key material is known through external
means such as static configuration or external protocol negotiation, the verifier will use the applicable
technique to obtain the key material from this external knowledge. If the key isidentified in the signature
parameters, the verifier will dereference the key identifier to appropriate key material to use with the
signature. The verifier has to determine the trustworthiness of the key material for the context in which the
signature is presented. If akey isidentified that the verifier does not know or trust for this request or that
does not match something preconfigured, the verification MUST fail.

Determine the algorithm to apply for verification:

Use the received HTTP message and the parsed signature parameters to recreate the signature base, using
the algorithm defined in Section 2.5. The value of the @i gnat ur e- par ans input isthe value of the
Signature-Input field for this signature serialized according to the rules described in Section 2.3. Note that
this does not include the signature's label from the Signature-1nput field.

If the key material is appropriate for the algorithm, apply the appropriate HTTP_VERI FY cryptographic
verification agorithm to the signature, recalculated signature base, key material, and signature value. The
HTTP_VERI FY primitive and several concrete algorithms are defined in Section 3.3.

The results of the verification algorithm function are the final results of the cryptographic verification
function.

If any of the above stepsfail or produce an error, the signature validation fails.

For example, verifying the signature with the label si g1 of the following message with thet est - key-
rsa- pss key (see Appendix B.1.2) and the RSASSA-PSS al gorithm described in Section 3.3.1:
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NOTE: '\' line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMT

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AkGAMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr |i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Content-Length: 18

Si gnature-lnput: sigl=("@method" "@uthority" "@ath" \
"content-digest" "content-length" "content-type")\

; Creat ed=1618884473; keyi d="t est - key-r sa- pss"

Si gnature: sigl=: H bj HC5r SOBYaa9v4Qf D4193TORwW7u9edguPhOAWBAMIOW nt | \
Fr CGUDI h47vAxi 4L2YRZ3XMIc1uOKk/ JOZnZ+wet a4nKl gBkKgOr MDhs3CQyx XGx H\
LMCy8uqK4880+9j r pt Q+xFPHK7a9sRL1I XNaagCNN3ZxJsYapFj +JXbmal 5rt AdSf \
Svz PuBCh+ARHBMAINo1Uz VWdHXr | 8ePL4cccql azl JACAQE] r F+Sn4l xBQz TZsL9y\
9TP5FsZYzHvDgbl nkTNi gBcE9¢c KOYNFCn4D/ WM F6 TNUZO9Egt zepLWej Tyl Hz K7\
axXg6Anbsf Or pl C49yXj j 3ae6HRal Vc/ g==:

{"hello": "world"}

With the additional requirementsthat at least the method, authority, path, content-digest, content-length,
and content-type entries be signed, and that the signature creation timestamp be recent enough at the time of
verification, the verification passes.

3.2.1. Enforcing Application Requirements

The verification requirements specified in this document are intended as a baseline set of restrictions that are
generally applicableto all use cases. Applications using HTTP message signatures MAY impose requirements
above and beyond those specified by this document, as appropriate for their use case.

Some non-normative examples of additional requirements an application might define are:
» Requiring a specific set of header fieldsto be signed (e.g., Authorization, Content-Digest).
 Enforcing a maximum signature age from the time of the cr eat ed timestamp.

» Rejecting signatures past the expiration time in the expi r es timestamp. Note that the expiration timeisa
hint from the signer and that a verifier can always reject a signature ahead of its expiration time.

Prohibiting certain signature metadata parameters, such as runtime algorithm signaling with the al g
parameter when the algorithm is determined from the key information.

« Ensuring successful dereferencing of the keyi d parameter to valid and appropriate key material.

» Prohibiting the use of certain algorithms or mandating the use of a specific algorithm.

* Requiring keysto be of a certain size (e.g., 2048 hits vs. 1024 bits).

» Enforcing uniqueness of the nonce parameter.

» Requiring an application-specific value for thet ag parameter.

Application-specific requirements are expected and encouraged. When an application defines additional

reguirements, it MUST enforce them during the signature verification process, and signature verification
MUST fail if the signature does not conform to the application’s requirements.

Applications MUST enforce the requirements defined in this document. Regardless of use case, applications
MUST NOT accept signatures that do not conform to these requirements.
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3.3. Signature Algorithms

An HTTP message signature MUST use a cryptographic digital signature or MAC method that is appropriate
for the key material, environment, and needs of the signer and verifier. This specification does not strictly limit
the available signature algorithms, and any signature algorithm that meets these basic requirements MAY be
used by an application of HTTP message signatures.

For each signing method, HTTP_SI GN takes as its input the signature base defined in Section 2.5 as a byte
array (M and the signing key material (Ks), and outputs the resultant signature as a byte array (S):

HTTP_SIGN (M Ks) -> S

For each verification method, HTTP_VERI FY takes as its input the regenerated signature base defined in
Section 2.5 as abyte array (M), the verification key material (Kv), and the presented signature to be verified asa
byte array (S), and outputs the verification result (V) as a Boolean:

HTTP_VERIFY (M Kv, S) -> V

The following sections contain several common signature algorithms and demonstrate how these cryptographic
primitives map to the HTTP_SI GNand HTTP_VERI FY definitions above. Which method to use can be
communicated through the explicit algorithm (al g) signature parameter (Section 2.3), by reference to the key
material, or through mutual agreement between the signer and verifier. Signature algorithms selected using the
al g parameter MUST use values from the "HTTP Signature Algorithms" registry (Section 6.2).

3.3.1. RSASSA-PSS Using SHA-512

To sign using this algorithm, the signer applies the RSASSA- PSS- SI GN (K, M function defined in
[RFCB8017] with the signer's private signing key (K) and the signature base (M (Section 2.5). The mask
generation function is MGF1 as specified in [RFC8017] with a hash function of SHA-512 [RFC6234]. The salt
length (sLen) is 64 bytes. The hash function (Hash) SHA-512 [RFC6234] is applied to the signature base to
create the digest content to which the digital signature is applied. The resulting signed content byte array (S) is
the HT TP message signature output used in Section 3.1.

To verify using this algorithm, the verifier appliesthe RSASSA- PSS- VERI FY ((n, e), M S) function
[RFC8017] using the public key portion of the verification key material (n, ) and the signature base (M
recreated as described in Section 3.2. The mask generation function is MGF1 as specified in [RFC8017] with a
hash function of SHA-512 [RFC6234]. The salt length (sLen) is 64 bytes. The hash function (Hash) SHA-512
[RFC6234] is applied to the signature base to create the digest content to which the verification function is
applied. The verifier extracts the HT TP message signature to be verified (S) as described in Section 3.2. The
results of the verification function indicate whether the signature presented is valid.

Note that the output of the RSASSA-PSS algorithm is non-deterministic; therefore, it is not correct to
recalculate a new signature on the signature base and compare the results to an existing signature. Instead, the
verification algorithm defined here needs to be used. See Section 7.3.5.

The use of this algorithm can be indicated at runtime using ther sa- pss- sha512 vauefor theal ¢
signature parameter.

3.3.2. RSASSA-PKCS1-v1 5 Using SHA-256

To sign using this algorithm, the signer applies the RSASSA- PKCS1- V1_5- SI GN (K, M function defined
in [RFC8017] with the signer's private signing key (K) and the signature base (M) (Section 2.5). The hash
SHA-256 [RFC6234] is applied to the signature base to create the digest content to which the digital signature
is applied. The resulting signed content byte array (S) is the HT TP message signature output used in Section
3.1

To verify using this algorithm, the verifier applies the RSASSA- PKCS1- V1_5- VERI FY ((n, e), M
S) function [RFC8017] using the public key portion of the verification key material (n, €) and the signature
base (M recreated as described in Section 3.2. The hash function SHA-256 [RFC6234] is applied to the
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signature base to create the digest content to which the verification function is applied. The verifier extracts the
HTTP message signature to be verified (S) as described in Section 3.2. The results of the verification function
indicate whether the signature presented is valid.

The use of this algorithm can be indicated at runtime using ther sa- v1_5- sha256 valuefor theal g
signature parameter.

3.3.3. HMAC Using SHA-256

To sign and verify using this algorithm, the signer applies the HVAC function [RFC2104] with the shared
signing key (K) and the signature base (t ext ) (Section 2.5). The hash function SHA-256 [RFC6234] is applied
to the signature base to create the digest content to which the HMAC is applied, giving the signature result.

For signing, the resulting value is the HT TP message signature output used in Section 3.1.

For verification, the verifier extracts the HTTP message signature to be verified (S) as described in Section 3.2.
The output of the HMAC function is compared bytewise to the value of the HT TP message signature, and the
results of the comparison determine the validity of the signature presented.

The use of this algorithm can be indicated at runtime using the hmac- sha256 value for the al g signature
parameter.

3.3.4. ECDSA Using Curve P-256 DSS and SHA-256

To sign using this algorithm, the signer applies the ECDSA signature algorithm defined in [FIPS186-5] using
curve P-256 with the signer's private signing key and the signature base (Section 2.5). The hash SHA-256
[RFC6234] is applied to the signature base to create the digest content to which the digital signature is applied
(M. The signature algorithm returns two integer values:  and s. These are both encoded as big-endian
unsigned integers, zero-padded to 32 octets each. These encoded values are concatenated into a single 64-octet
array consisting of the encoded value of r followed by the encoded value of s. The resulting concatenation of
(r, s) isabytearray of the HTTP message signature output used in Section 3.1.

To verify using this algorithm, the verifier applies the ECDSA signature algorithm defined in [FIPS186-5] using
the public key portion of the verification key material and the signature base recreated as described in Section
3.2. The hash function SHA-256 [RFC6234] is applied to the signature base to create the digest content to
which the signature verification function is applied (M. The verifier extracts the HT TP message signature to

be verified (S) as described in Section 3.2. This value is a 64-octet array consisting of the encoded values of r
and s concatenated in order. These are both encoded as big-endian unsigned integers, zero-padded to 32 octets
each. Theresulting signature value (r, s) isused asinput to the signature verification function. The results
of the verification function indicate whether the signature presented is valid.

Note that the output of ECDSA signature algorithms is non-deterministic; therefore, it is not correct to
recal culate a new signature on the signature base and compare the results to an existing signature. Instead, the
verification algorithm defined here needs to be used. See Section 7.3.5.

The use of this algorithm can be indicated at runtime using the ecdsa- p256- sha256 valuefor theal g
signature parameter.

3.3.5. ECDSA Using Curve P-384 DSS and SHA-384

To sign using this algorithm, the signer applies the ECDSA signature algorithm defined in [FIPS186-5] using
curve P-384 with the signer's private signing key and the signature base (Section 2.5). The hash SHA-384
[RFC6234] is applied to the signature base to create the digest content to which the digital signature is applied
(M. The signature algorithm returns two integer values: r and s. These are both encoded as big-endian
unsigned integers, zero-padded to 48 octets each. These encoded values are concatenated into a single 96-octet
array consisting of the encoded value of r followed by the encoded value of s. The resulting concatenation of
(r, s) isabytearray of the HTTP message signature output used in Section 3.1.

To verify using this algorithm, the verifier applies the ECDSA signature algorithm defined in [FIPS186-5] using
the public key portion of the verification key material and the signature base recreated as described in Section
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3.2. The hash function SHA-384 [RFC6234] is applied to the signature base to create the digest content to
which the signature verification function is applied (M. The verifier extracts the HTTP message signature to
be verified (S) as described in Section 3.2. This value is a 96-octet array consisting of the encoded values of r
and s concatenated in order. These are both encoded as hig-endian unsigned integers, zero-padded to 48 octets
each. Theresulting signaturevalue (r, s) isused asinput to the signature verification function. The results
of the verification function indicate whether the signature presented is valid.

Note that the output of ECDSA signature algorithms is non-deterministic; therefore, it is not correct to
recalculate a new signature on the signature base and compare the results to an existing signature. Instead, the
verification algorithm defined here needs to be used. See Section 7.3.5.

The use of this algorithm can be indicated at runtime using the ecdsa- p384- sha384 vauefor theal g
signature parameter.

3.3.6. EdDSA Using Curve edwar ds25519

To sign using this algorithm, the signer applies the Ed25519 algorithm defined in Section 5.1.6 of [RFC8032]
with the signer's private signing key and the signature base (Section 2.5). The signature base is taken as the
input message (M with no prehash function. The signature is a 64-octet concatenation of Rand S as specified
in Section 5.1.6 of [RFC8032], and thisis taken as a byte array for the HT TP message signature output used in
Section 3.1.

To verify using this algorithm, the signer applies the Ed25519 algorithm defined in Section 5.1.7 of
[RFC8032] using the public key portion of the verification key material (A) and the signature base recreated as
described in Section 3.2. The signature base is taken as the input message (M) with no prehash function. The
signature to be verified is processed as the 64-octet concatenation of Rand S as specified in Section 5.1.7 of
[RFC8032]. Theresults of the verification function indicate whether the signature presented is valid.

The use of this algorithm can be indicated at runtime using the ed25519 value for the al g signature
parameter.

3.3.7. JSON Web Signature (JWS) Algorithms

If the signing algorithm is a JSON Object Signing and Encryption (JOSE) signing algorithm from the "JSON
Web Signature and Encryption Algorithms' registry established by [RFC7518], the WS algorithm definition
determines the signature and hashing algorithms to apply for both signing and verification.

For both signing and verification, the HT TP message's signature base (Section 2.5) is used as the entire "JWS
Signing Input”. The JOSE Header [JWS] [RFC7517] is not used, and the signature base is not first encoded
in Base64 before applying the algorithm. The output of the WS Signature is taken as a byte array prior to the
Base64url encoding used in JOSE.

The JWS agorithm MUST NOT be"none" and MUST NOT be any algorithm with a JOSE Implementation
Requirement of "Pr ohi bi t ed".

JSON Web Algorithm (JWA) values from the "JSON Web Signature and Encryption Algorithms® registry are
not included as signature parameters. Typically, the JWS algorithm can be signaled using JSON Web Keys
(JWKs) or other mechanisms common to JOSE implementations. In fact, JWA values are not registered in the
"HTTP Signature Algorithms" registry (Section 6.2), and so the explicit al g signature parameter is not used at
all when using JOSE signing algorithms.
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4. Including a M essage Signaturein a Message

HTTP message signatures can be included within an HTTP message via the Signature-1nput and Signature
fields, both defined within this specification.

The Signature-Input field identifies the covered components and parameters that describe how the signature

was generated, while the Signature field contains the signature value. Each field MAY contain multiple labeled
values.

An HTTP message signature isidentified by alabel within an HTTP message. This label MUST be unique
within agiven HTTP message and MUST be used in both the Signature-Input field and the Signature field. The

label is chosen by the signer, except where a specific label is dictated by protocol negotiations such as those
described in Section 5.

An HTTP message signature MUST use both the Signature-1nput field and the Signature field, and each field
MUST contain the same labels. The presence of alabel in onefield but not the other is an error.

4.1. The Signature-lnput HTTP Field

The Signature-Input field is a Dictionary Structured Field (defined in Section 3.2 of [STRUCTURED-
FIELDS]) containing the metadata for one or more message signatures generated from components within
the HTTP message. Each member describes a single message signature. The member's key is the label that
uniquely identifies the message signature within the HT TP message. The member's value is the covered

components ordered set serialized asan Inner List, including al signature metadata parameters identified by the
label:

NOTE: '\' line wapping per RFC 8792

Si gnature-Input: sigl=("@rethod" "@arget-uri" "@uthority" \
"content-di gest" "cache-control");\
creat ed=1618884475; keyi d="t est - key-r sa- pss"

To facilitate signature validation, the Signature-Input field value MUST contain the same serialized value
used in generating the signature base's @i gnat ur e- par ans value defined in Section 2.3. Notethat in a
Structured Field value, list order and parameter order have to be preserved.

Thesigner MAY include the Signature-Input field as atrailer to facilitate signing a message after its content
has been processed by the signer. However, since intermediaries are allowed to drop trailers as per [HTTP], it
is RECOMMENDED that the Signature-1nput field be included only as a header field to avoid signatures being
inadvertently stripped from a message.

Multiple Signature-Input fields MAY be included in asingle HTTP message. The signature labels MUST be
unique across al field values.

4.2. TheSignatureHTTP Field

The Signature field isa Dictionary Structured Field (defined in Section 3.2 of [STRUCTURED-FIELDS)])
containing one or more message signatures generated from the signature context of the target message. The
member's key is the label that uniquely identifies the message signature within the HTTP message. The

member's value is a Byte Sequence containing the signature value for the message signature identified by the
label:
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NOTE: '\' line wapping per RFC 8792

Si gnature: sigl=: POWLUszWJ oi 54udC ydf 91 WI'f Nhy+r 53] GFj 9XZuP4uKwxyJo\
1RSH +o0EF1FuX629d+l bxwwBaolBAgadi j W70 Pyezl TngAOVPW9d ynt i C Hz\
C87qnBQ vulCFyFuWsj dG3gLYYIl NnvVpVaJFal Q KWhUaqf T4Lyt t aXyoyZW84j S8\
gyar xAi W 97mPXU+OVMB4+HVBHMES S+l Tel sEQ036T3NFf 2Cuj WARPQg53r 58Rnp\
Z+J9eKR2CD6I JQvacn5A41 x5BUAVGl yp8JYm+S/ CWIi 31PNUj RRCus CVRj 05Nr XA\
BNFv3r 5591 Xf 2f YIK+eyWIAI GVM/MeQg==:

Thesigner MAY include the Signature field as atrailer to facilitate signing a message after its content has
been processed by the signer. However, since intermediaries are allowed to drop trailers as per [HTTH], it
isRECOMMENDED that the Signature field be included only as a header field to avoid signatures being

inadvertently stripped from a message.

Multiple Signature fields MAY be included in asingle HTTP message. The signature labels MUST be unique
across dl field values.

4.3. Multiple Signatures

Multiple distinct signatures MAY be included in a single message. Each distinct signature MUST have a
unique label. These multiple signatures could al be added by the same signer, or they could come from several
different signers. For example, asigner may include multiple signatures signing the same message components
with different keys or algorithms to support verifiers with different capabilities, or areverse proxy may include
information about the client in fields when forwarding the request to a service host, including a signature over
the client's original signature values.

The following non-normative example starts with a signed request from the client. A reverse proxy takes this
reguest and validates the client's signature:

NOTE: '\' line wapping per RFC 8792

POST / f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMI

Cont ent - Type: application/json

Content-Lengt h: 18

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy 8pnoj Ak GMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr 1 i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Si gnature-Ilnput: sigl=("@ethod" "@uthority" "@ath" \
"content-digest"” "content-type" "content-length")\
; Creat ed=1618884475; keyi d="t est - key- ecc- p256"

Si gnat ure: sigl=: X5spyd6CFnAGEQNDy Hf qoSNI Cd+BUPALYMz2Q0J Xl b/ / 41 j pzp\
+kve2w4ANl ygeAuM?j TDX+sNal zABESSaHD3A==:

{"hello": "world"}

The proxy then alters the message before forwarding it on to the origin server, changing the target host and
adding the Forwarded header field defined in [RFC7239]:
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NOTE: '\' line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: origin. host.internal.exanple

Date: Tue, 20 Apr 2021 02:07:56 GMT

Cont ent - Type: application/json

Content-Length: 18

Forwar ded: for=192.0. 2. 123; host =exanpl e. conm prot o=htt ps

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AkGAMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Si gnature-lnput: sigl=("@method" "@uthority" "@ath" \
"content-digest" "content-type" "content-length")\
; Creat ed=1618884475; keyi d="t est - key- ecc- p256"

Si gnature: sigl=: X5spyd6CFnAGENDyHf qoSNI Cd+BUP4LYMz2Q0JXI b/ / 41 ] pzp\
+kve2w4ANl ygeAuM?j TDX+sNal zABESSaHD3A==:

{"hello": "world"}

The proxy isin a position to validate the incoming client's signature and make its own statement to the origin
server about the nature of the request that it is forwarding by adding its own signature over the new message
before passing it along to the origin server. The proxy aso includes al the el ements from the original message
that are relevant to the origin server's processing. In many cases, the proxy will want to cover al the same
components that were covered by the client's signature, which is the case in the following example. Note that
in this example, the proxy is signing over the new authority value, which it has changed. The proxy also adds
the Forwarded header field to its own signature value. The proxy identifiesits own key and algorithm and, in
this example, includes an expiration for the signature to indicate to downstream systems that the proxy will not
vouch for this signed message past this short time window. This results in a signature base of:

NOTE: '\' |ine wapping per RFC 8792

" @ret hod": POST

"@uthority": origin.host.internal.exanple

"@ath": /foo

"content-di gest": sha-512=: WZDPaVn/ 7XgHaAy8pnpj AKGNWRx2UFChF41A2svX\
+TaPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKv Jwew==:

"content-type": application/json

"content-length": 18

"forwarded": for=192.0.2.123; host =exanpl e. com pr ot o=htt ps

" @i gnature-parans": ("@ethod" "@uthority" "@ath" \
"content-digest" "content-type" "content-length" "forwarded")\
; creat ed=1618884480; keyi d="t est - key-rsa"; al g="rsa-v1l 5-sha256"\
; expi res=1618884540

and a signature output value of:
NOTE: '\' |ine wapping per RFC 8792

S6ZzPXSAAMOP] N/ 6 KXf XWNQ f 7V6c Hni7 BXYUh3YD/ f Rad4BCaRZx P+JH+8XY1l 6+8Cy\
+CVbg92i Hgxt RPz+M ni CaYndkDcnlL9cCpXJl eXsCckpURI 49GM yUpZ10KHgOEe11s\
x3&2gx| 8S0j nxQB+Pu68U9vVcasqONECht NKKZd8t SFu7LB5YAvORAGhBS8t npv7sFn\
I MRy +7X5kXCY i 8NMaZaA8i 2ZHwpBdg7a6CM wnnr t f | zvZdXAs D3LH2Twev U+/ PBPvO\
B6NWNK93wUs/ v Jvye+Yul 87HU38I ZHowt znbLVdp7701 6VHR6W gS9ddzi r r sws E1wA
500LV/ g==

These values are added to the HTTP request message by the proxy. The original signature isincluded under the
label si g1, and the reverse proxy's signature isincluded under the label pr oxy_si g. The proxy usesthe key
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t est - key- r sa to createits signature using ther sa- v1_5- sha256 signature algorithm, while the client's
original signature was made using the key t est - key- r sa- pss and an RSA-PSS signature algorithm:

NOTE: '\' line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1
Host: origin. host.internal.exanple
Date: Tue, 20 Apr 2021 02:07:56 GMI
Cont ent - Type: application/json
Content-Length: 18
Forwarded: for=192.0.2.123; host =exanpl e. com prot o=htt ps
Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy 8pnoj AKGAMRX2UFChF41A2sv X+T\
aPm+AbwAgBWAr | i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:
Si gnature-Ilnput: sigl=("@method" "@uthority" "@ath" \
"content-digest" "content-type" "content-length")\
; Creat ed=1618884475; keyi d="t est - key- ecc- p256", \
proxy_si g=("@ret hod" "@uthority" "@ath" "content-digest" \
"content-type" "content-length" "forwarded")\
; Creat ed=1618884480; keyi d="t est - key-rsa"; al g="rsa-v1l 5-sha256"\
; expires=1618884540
Si gnature: sigl=: X5spyd6CFnAGEQDyHf qoSNI Cd+BUP4LYMz2Q0JXI b/ / 41 ] pzp\
+kve2wANl yqeAuM?j TDX+sNal zASBESSaHD3A==:, \
proxy_si g=: S6ZzPXSdAMOP] N/ 6KXf XWWNQ/ f 7V6c Hn7 BXYUh3YD/ f Rad4BCaRZx P+\
JH+8XY1l 6+8Cy+CMbg92i Hgxt RPz+M ni OCaYndkDcnL9cCpXJl eXsCckpURI 49G
Wi yUpZ10KHgCEe11sx3@&2gx| 8S0j nx B+Pu68U9vVcasqONAECht NKKZd8t SFu7\
LB5YAVORAGhB8t npv7sFnl mBy+7 X5k XQF i 8BNVRZaA8i 2ZHwpBdg7a6CM wnnrt f\
| zvZdXAsD3LH2 Twev U+/ PBPvOB6NWMNK93wUs/ vf Jvye+Yul 87HU38I ZHowt znbL\
Vdp7701 6VHR6W gS9ddzi r r swsE1ws500LV/ g==:

{"hello": "world"}

While the proxy could additionally include the client's Signature field value and Signature-Input fields from
the original message in the new signature's covered components, this practiceis NOT RECOMMENDED

due to known weaknesses in signing signature values as discussed in Section 7.3.7. The proxy isin aposition
to validate the client's signature; the changes the proxy makes to the message will invalidate the existing
signature when the message is seen by the origin server. In this example, it is possible for the origin server to
have additional information in its signature context to account for the change in authority, though this practice
requires additional configuration and extra care as discussed in Section 7.4.4. In other applications, the origin
server will not be able to verify the original signatureitself but will still want to verify that the proxy has done
the appropriate validation of the client's signature. An application that needs to signal successful processing

or receipt of asignature would need to carefully specify aternative mechanisms for sending such asignal
securely.
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5. Requesting Signatures

While asigner is free to attach a signature to arequest or response without prompting, it is often desirable for a
potential verifier to signal that it expects a signature from a potential signer using the Accept-Signature field.

When the Accept-Signature field is sent in an HTTP request message, the field indicates that the client desires
the server to sign the response using the identified parameters, and the target message is the response to this
request. All responses from resources that support such signature negotiation SHOULD either be uncacheable
or contain aVary header field that lists Accept-Signature, in order to prevent a cache from returning a response
with asignature intended for a different request.

When the Accept-Signature field is used in an HTTP response message, the field indicates that the server
desiresthe client to sign its next request to the server with the identified parameters, and the target messageis
the client's next request. The client can choose to also continue signing future requests to the same server in the
same way.

The target message of an Accept-Signature field MUST include all 1abeled signatures indicated in the Accept-
Signature field, each covering the same identified components of the Accept-Signature field.

The sender of an Accept-Signature field MUST include only identifiers that are appropriate for the type of the
target message. For example, if the target message is a request, the covered components cannot include the
@t at us component identifier.

5.1. The Accept-Signature Field

The Accept-Signature field is a Dictionary Structured Field (defined in Section 3.2 of [STRUCTURED-
FIELDS]) containing the metadata for one or more requested message signatures to be generated from message
components of the target HT TP message. Each member describes a single message signature. The member's
key isthelabel that uniquely identifies the requested message signature within the context of the target HTTP
message.

The member's value is the serialization of the desired covered components of the target message, including any
allowed component metadata parameters, using the serialization process defined in Section 2.3:

NOTE: '\' line wapping per RFC 8792

Accept - Si gnature: sigl=("@rethod" "@arget-uri" "@uthority" \
"content-di gest"” "cache-control");\
keyi d="t est - key-rsa- pss"; creat ed; t ag="app- 123"

The list of component identifiers indicates the exact set of component identifiers to be included in the requested
signature, including all applicable component parameters.

The signature request MAY include signature metadata parameters that indicate desired behavior for the signer.
The following behavior is defined by this specification:

created: The signer is requested to generate and include a creation time. This
parameter has no associated value when sent as a signature request.

expires: The signer is requested to generate and include an expiration time.
This parameter has no associated value when sent as a signature
request.

nonce;: The signer is requested to include the value of this parameter as the
signature nonce in the target signature.

al g: The signer is requested to use the indicated signature algorithm
from the "HTTP Signature Algorithms" registry to create the target
signature.
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keyi d: The signer is requested to use the indicated key material to create the
target signature.
tag: The signer is requested to include the value of this parameter as the

signaturet ag in the target signature.

5.2. Processing an Accept-Signature

Thereceiver of an Accept-Signature field fulfills that header as follows:

1. Parsethefield value asaDictionary.
2. For each member of the Dictionary:

3. Optionally create any additional Signature-Input and Signature field values, with unique labels not found in
the Accept-Signature field.

4. Combine all labeled Signature-Input and Signature field values, and attach both fields to the target message.

By this process, a signature applied to a target message MUST have the same label, MUST include the same set
of covered components, MUST process all requested parameters, and MAY have additional parameters.

The receiver of an Accept-Signature field MAY ignore any signature request that does not fit application
parameters.

The target message MAY include additional signatures not specified by the Accept-Signature field. For
example, to cover additional message components, the signer can create a second signature that includes the
additional components as well as the signature output of the requested signature.
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6. IANA Considerations

IANA has updated one registry and created four new registries, according to the following sections.

6.1. HTTP Field Name Registration
IANA has updated the entries in the "Hypertext Transfer Protocol (HTTP) Field Name Registry” as follows:

Field Name Status Reference

Signature-Input permanent Section 4.1 of RFC 9421
Signature permanent Section 4.2 of RFC 9421
Accept-Signature permanent Section 5.1 of RFC 9421

Table 1: Updates to the Hypertext Transfer Protocol (HTTP) Field Name Registry

6.2. HTTP Signature Algorithms Registry

This document defines HTTP signature algorithms, for which IANA has created and now maintains a new
registry titled "HTTP Signature Algorithms'. Initial values for thisregistry are given in Section 6.2.2. Future
assignments and modifications to existing assignments are to be made through the Specification Required
registration policy [RFC8126].

The agorithms listed in this registry identify some possible cryptographic agorithms for applications to use
with this specification, but the entries neither represent an exhaustive list of possible algorithms nor indicate
fitness for purpose with any particular application of this specification. An application is free to implement
any algorithm that suits its needs, provided the signer and verifier can agree to the parameters of that algorithm
in a secure and deterministic fashion. When an application needs to signal the use of a particular algorithm

at runtime using the al g signature parameter, this registry provides a mapping between the value of that
parameter and a particular algorithm. However, the use of the al g parameter needs to be treated with caution
to avoid various forms of agorithm confusion and substitution attacks, as discussed in Section 7.

The Status value should reflect standardization status and the broad opinion of relevant interest groups such
asthe |ETF or security-related Standards Devel opment Organizations (SDOs). When an algorithm is first
registered, the designated expert (DE) should set the Status field to "Active" if thereis consensus for the
algorithm to be generally recommended as secure or "Provisional” if the algorithm has not reached that
consensus, e.g., for an experimental algorithm. A status of "Provisional” does not mean that the algorithm

is known to be insecure but instead indicates that the algorithm has not reached consensus regarding its
properties. If at afuture time the algorithm as registered is found to have flaws, the registry entry can be
updated and the algorithm can be marked as "Deprecated” to indicate that the algorithm has been found to
have problems. This status does not preclude an application from using a particular algorithm; rather, it serves
to provide a warning regarding possible known issues with an algorithm that need to be considered by the
application. The DE can further ensure that the registration includes an explanation and reference for the Status
value; thisis particularly important for deprecated algorithms.

The DE is expected to do the following:

« Ensure that the algorithms referenced by aregistered algorithm identifier are fully defined with all
parameters (e.g., salt, hash, required key length) fixed by the defining text.

» Ensurethat the algorithm definition fully specifiesthe HTTP_SI GNand HTTP_VERI FY primitive
functions, including how all defined inputs and outputs map to the underlying cryptographic agorithm.

* Regect any registrations that are aliases of existing registrations.

« Ensurethat all registrations follow the template presented in Section 6.2.1; this includes ensuring that the
length of the name is not excessive while still being unique and recognizable.

This specification creates algorithm identifiers by including major parameters in the identifier String in order
to make the algorithm name unique and recognizable by developers. However, algorithm identifiersin this
registry areto beinterpreted as whole String values and not as a combination of parts. That isto say, it is
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expected that implementors understand r sa- pss- sha512 asreferring to one specific algorithm with

its hash, mask, and salt values set as defined in the defining text that establishes the identifier in question.
Implementors do not parse out ther sa, pss, and sha512 portions of the identifier to determine parameters
of the signing algorithm from the String, and the registration of one combination of parameters does not imply
the registration of other combinations.

6.2.1. Registration Template

Algorithm Name: An identifier for the HTTP signature algorithm. The name MUST be an
ASCII string that conformsto the sf - st ri ng ABNF rulein Section 3.3.3 of
[STRUCTURED-FIELDS] and SHOULD NOT exceed 20 charactersin length.
The identifier MUST be unique within the context of the registry.

Description: A brief description of the algorithm used to sign the signature base.

Status: The status of the algorithm. MUST start with one of the following values and
MAY contain additional explanatory text. The options are:

"Active": For a gorithms without known problems. The
signature algorithm is fully specified, and its security
properties are understood.

"Provisional": For unproven algorithms. The signature algorithm
isfully specified, but its security properties are not
known or proven.

"Deprecated": For algorithms with known security issues. The
signature algorithm is no longer recommended for
general use and might be insecure or unsafe in some
known circumstances.

Reference: Reference to the document or documents that specify the algorithm, preferably
including a URI that can be used to retrieve a copy of the document(s). An
indication of the relevant sections may also be included but is not required.

6.2.2. Initial Contents

The table below containstheinitial contents of the "HTTP Signature Algorithms" registry.

Algorithm Name Description Status Reference

rsa- pss-shabs12 RSASSA-PSS using Active Section 3.3.1 of RFC
SHA-512 9421

rsa-vl 5-sha256 RSASSA-PKCS1- Active Section 3.3.2 of RFC
vl 5 using SHA-256 9421

hmac- sha256 HMAC using Active Section 3.3.3 of RFC
SHA-256 9421

ecdsa- p256- ECDSA using curve Active Section 3.3.4 of RFC

sha256 P-256 DSS and 9421
SHA-256

ecdsa- p384- ECDSA using curve Active Section 3.3.5 of RFC

sha384 P-384 DSS and 9421
SHA-384

ed25519 EdDSA using curve Active Section 3.3.6 of RFC
edwards25519 9421

Table 2: Initial Contents of the HTTP Signature Algorithms Registry
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6.3. HTTP Signature M etadata Parameters Registry

This document defines the signature parameters structure (Section 2.3), which may have parameters containing
metadata about a message signature. IANA has created and now maintains a new registry titled "HTTP
Signature Metadata Parameters' to record and maintain the set of parameters defined for use with member
values in the signature parameters structure. Initial values for thisregistry are given in Section 6.3.2. Future
assignments and modifications to existing assignments are to be made through the Expert Review registration
policy [RFC8126].

The DE is expected to do the following:

» Ensure that the name follows the template presented in Section 6.3.1; this includes ensuring that the length
of the name is not excessive while still being unique and recognizable for its defined function.

« Ensure that the defined functionality is clear and does not conflict with other registered parameters.

» Ensure that the definition of the metadata parameter includes its behavior when used as part of the normal
signature process as well as when used in an Accept-Signature field.

6.3.1. Registration Template

Name: An identifier for the HTTP signature metadata parameter. The name MUST be
an ASCII string that conformsto the key ABNF rule defined in Section 3.1.2 of
[STRUCTURED-FIELDS] and SHOULD NOT exceed 20 charactersin length. The
identifier MUST be unique within the context of the registry.

Description: A brief description of the metadata parameter and what it represents.

Reference: Reference to the document or documents that specify the parameter, preferably
including a URI that can be used to retrieve a copy of the document(s). An indication of
the relevant sections may also be included but is not required.

6.3.2. Initial Contents

The table below contains the initial contents of the "HTTP Signature M etadata Parameters” registry. Each row
in the table represents a distinct entry in the registry.

Name Description Reference

al g Explicitly declared signature Section 2.3 of RFC 9421
algorithm

created Timestamp of signature Section 2.3 of RFC 9421
creation

expires Timestamp of proposed Section 2.3 of RFC 9421
signature expiration

keyi d Key identifier for the signing Section 2.3 of RFC 9421
and verification keys used to
create this signature

nonce A single-use nonce value Section 2.3 of RFC 9421

tag An application-specific tag for Section 2.3 of RFC 9421
asignature

Table 3: Initial Contents of the HTTP Signature Metadata Parameters Registry

6.4. HTTP Signature Derived Component Names Registry

This document defines a method for canonicalizing HT TP message components, including components that
can be derived from the context of the target message outside of the HTTP fields. These derived components
are identified by a unique String, known as the component name. Component names for derived components
always start with the "at" (@) symbol to distinguish them from HTTP field names. IANA has created and now
maintains a new registry titled "HTTP Signature Derived Component Names' to record and maintain the set of
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non-field component names and the methods used to produce their associated component values. Initial values
for thisregistry are given in Section 6.4.2. Future assignments and modifications to existing assignments are to
be made through the Expert Review registration policy [RFC8126].

The DE is expected to do the following:

» Ensure that the name follows the template presented in Section 6.4.1; this includes ensuring that the length
of the name is not excessive while still being unique and recognizable for its defined function.

» Ensure that the component value represented by the registration request can be deterministically derived
from the target HT TP message.

« Ensurethat any parameters defined for the registration request are clearly documented, along with their
effects on the component value.

The DE should ensure that aregistration is sufficiently distinct from existing derived component definitions to

warrant its registration.

When setting aregistered item's status to "Deprecated”, the DE should ensure that a reason for the deprecation
is documented, along with instructions for moving away from the deprecated functionality.

6.4.1. Registration Template

Name:

Description:
Status:

Target:

Reference:

6.4.2. Initial Contents

A name for the HTTP derived component. The name MUST begin with the "at" (@
character followed by an ASCII string consisting only of lowercase characters
("a"-"z"),digits(" 0" -"9"), and hyphens (" - "), and SHOULD NOT exceed 20
charactersin length. The name MUST be unique within the context of the registry.

A description of the derived component.

A brief text description of the status of the algorithm. The description MUST begin
with one of "Active" or "Deprecated” and MAY provide further context or explanation
asto the reason for the status. A value of "Deprecated” indicates that the derived
component name is no longer recommended for use.

The valid message targets for the derived parameter. MUST be one of the values
"Request”, "Response”, or "Request, Response”. The semantics of these entries are
defined in Section 2.2.

Reference to the document or documents that specify the derived component,
preferably including a URI that can be used to retrieve a copy of the document(s). An
indication of the relevant sections may also be included but is not required.

The table below contains the initial contents of the "HTTP Signature Derived Component Names' registry.

Name
@i gnat ur e-
par ans

@ret hod

@ut hority

@&cheme

Backman, et al.

Description Status Target Reference
Reserved Active Request, Section 2.3 of
for signature Response RFC 9421

parameters line
in signature base

The HTTP Active Request Section 2.2.1 of
request method RFC 9421
TheHTTP Active Request Section 2.2.3 of
authority, or RFC 9421
target host

The URI scheme Active Request Section 2.2.4 of
of the request RFC 9421

URI
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Name
@arget-uri

@ equest -
t ar get

@at h
@uery
@uery-

par am
@&t at us

HTTP Message Signatures
Description Status
Thefull target Active
URI of the
request
The request Active
target of the
request
The full path of Active
the request URI
The full query of Active
the request URI
A single named Active
query parameter
The status code Active
of the response

Target
Request

Request

Request
Request
Request

Response

February 2024

Reference
Section 2.2.2 of
RFC 9421

Section 2.2.5 of
RFC 9421

Section 2.2.6 of
RFC 9421
Section 2.2.7 of
RFC 9421
Section 2.2.8 of
RFC 9421
Section 2.2.9 of
RFC 9421

Table 4: Initial Contents of the HTTP Signature Derived Component Names Registry

6.5. HTTP Signature Component Parameter s Registry

This document defines several kinds of component identifiers, some of which can be parameterized in specific
circumstances to provide unique modified behavior. IANA has created and now maintains a new registry
titled "HT TP Signature Component Parameters' to record and maintain the set of parameter names, the
component identifiers they are associated with, and the modifications these parameters make to the component
value. Definitions of parameters MUST define the targets to which they apply (such as specific field types,
derived components, or contexts). Initial values for this registry are given in Section 6.5.2. Future assignments
and modifications to existing assignments are to be made through the Expert Review registration policy
[RFC8126].

The DE is expected to do the following:

Ensure that the name follows the template presented in Section 6.5.1; this includes ensuring that the length
of the name is not excessive while still being unique and recognizable for its defined function.

Ensure that the definition of the field sufficiently defines any interactions or incompatibilities with other

existing parameters known at the time of the registration request.

Ensure that the component value defined by the component identifier with the parameter applied can
be deterministically derived from the target HT TP message in cases where the parameter changes the

component value.

6.5.1. Registration Template

Name:

Description:

Reference:

6.5.2. Initial Contents
The table below containstheinitial contents of the "HTTP Signature Component Parameters” registry.

Backman, et al.

A name for the parameter. The name MUST be an ASCII string that conformsto the
key ABNF rule defined in Section 3.1.2 of [STRUCTURED-FIELDS] and SHOULD
NOT exceed 20 charactersin length. The name MUST be unique within the context of

the registry.
A description of the parameter's function.

Reference to the document or documents that specify the derived component,
preferably including a URI that can be used to retrieve a copy of the document(s). An
indication of the relevant sections may also be included but is not required.
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Name Description Reference

sf Strict Structured Field Section 2.1.1 of RFC 9421
seridization

key Single key value of Dictionary Section 2.1.2 of RFC 9421
Structured Fields

bs Byte Sequence wrapping Section 2.1.3 of RFC 9421
indicator

tr Trailer Section 2.1.4 of RFC 9421

req Related request indicator Section 2.4 of RFC 9421

nane Single named query parameter Section 2.2.8 of RFC 9421

Table 5: Initial Contents of the HTTP Signature Component Parameters Registry
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7. Security Considerations

In order for an HTTP message to be considered covered by a signature, al of the following conditions have to
be true:

e A signature is expected or allowed on the message by the verifier.

* Thesignature exists on the message.

« Thesignatureis verified against the identified key material and algorithm.

* Thekey material and algorithm are appropriate for the context of the message.

» Thesignatureiswithin expected time boundaries.

» The signature covers the expected content, including any critical components.

« Thelist of covered componentsis applicable to the context of the message.

In addition to the application requirement definitions listed in Section 1.4, the following security considerations
provide discussion and context regarding the requirements of creating and verifying signatureson HTTP
messages.

7.1. General Considerations

7.1.1. Skipping Signature Verification

HTTP message signatures only provide security if the signature is verified by the verifier. Since the message
to which the signature is attached remains avalid HT TP message without the Signature or Signature-Input
fields, it is possible for a verifier to ignore the output of the verification function and still process the message.
Common reasons for this could be relaxed requirements in a development environment or a temporary
suspension of enforcing verification while debugging an overall system. Such temporary suspensions are
difficult to detect under positive-example testing, since a good signature will always trigger avalid response
whether or not it has been checked.

To detect this, verifiers should be tested using both valid and invalid signatures, ensuring that an invalid
signature fails as expected.

7.12. Useof TLS

The use of HTTP message signatures does not negate the need for TLS or its equivalent to protect information
in transit. Message signatures provide message integrity over the covered message components but do not
provide any confidentiality for communication between parties.

TLS provides such confidentiality between the TLS endpoints. As part of this, TLS also protects the signature
dataitself from being captured by an attacker. Thisis an important step in preventing signature replay (Section
7.2.2).

When TLSis used, it needs to be deployed according to the recommendations provided in [BCP195].
7.2. Message Processing and Selection

7.2.1. Insufficient Coverage

Any portions of the message not covered by the signature are susceptible to modification by an attacker without
affecting the signature. An attacker can take advantage of this by introducing or modifying a header field

or other message component that will change the processing of the message but will not be covered by the
signature. Such an altered message would still pass signature verification, but when the verifier processes the
message as awhole, the unsigned content injected by the attacker would subvert the trust conveyed by the valid
signature and change the outcome of processing the message.

To combat this, an application of this specification should require as much of the message as possible to be
signed, within the limits of the application and deployment. The verifier should only trust message components
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that have been signed. Verifiers could also strip out any sensitive unsigned portions of the message before
processing of the message continues.

7.2.2. Signature Replay

Since HTTP message signatures allow sub-portions of the HT TP message to be signed, it is possible for two
different HTTP messages to validate against the same signature. The most extreme form of thiswould be a
signature over no message components. If such a signature were intercepted, it could be replayed at will by an
attacker, attached to any HTTP message. Even with sufficient component coverage, a given signature could
be applied to two similar HTTP messages, allowing a message to be replayed by an attacker with the signature
intact.

To counteract these kinds of attacks, it's first important for the signer to cover sufficient portions of the
message to differentiate it from other messages. In addition, the signature can use the nonce signature
parameter to provide a per-message unique value to alow the verifier to detect replay of the signature itself if
anonce value is repeated. Furthermore, the signer can provide atimestamp for when the signature was created
and atime at which the signer considers the signature to be expired, limiting the utility of a captured signature
value.

If averifier wants to trigger a new signature from a signer, it can send the Accept-Signature header field with
anew nonce parameter. An attacker that is simply replaying a signature would not be able to generate a new
signature with the chosen nonce value.

7.2.3. Choosing M essage Components

Applications of HTTP message signatures need to decide which message components will be covered by the
signature. Depending on the application, some components could be expected to be changed by intermediaries
prior to the signature's verification. If these components are covered, such changes would, by design, break the
signature.

However, this document allows for flexibility in determining which components are signed precisely so

that a given application can choose the appropriate portions of the message that need to be signed, avoiding
problematic components. For example, aweb application framework that relies on rewriting query parameters
might avoid using the @uer y derived component in favor of sub-indexing the query value using @uer y-
par amderived components instead.

Some components are expected to be changed by intermediaries and ought not to be signed under most
circumstances. The Viaand Forwarded header fields, for example, are expected to be manipulated by proxies
and other middleboxes, including replacing or entirely dropping existing values. These fields should not be
covered by the signature, except in very limited and tightly coupled scenarios.

Additional considerations for choosing signature aspects are discussed in Section 1.4.

7.2.4. Choosing Signature Parameter s and Derived Componentsover HTTP Fields

Some HTTP fields have values and interpretations that are similar to HT TP signature parameters or derived
components. In most cases, it is more desirable to sign the non-field alternative. In particular, the following
fields should usually not be included in the signature unless the application specifically requiresit:

"date" The Date header field value represents the timestamp of the HTTP message. However, the creation
time of the signature itself is encoded in the cr eat ed signature parameter. These two values can
be different, depending on how the signature and the HT TP message are created and serialized.
Applications processing signatures for valid time windows should use the cr eat ed signature
parameter for such calculations. An application could also put limits on how much skew thereis
between the Date field and the cr eat ed signature parameter, in order to limit the application of a
generated signature to different HTTP messages. Seeaso 7.2.2 and 7.2.1.

"host" The Host header field is specific to HTTP/1.1, and its functionality is subsumed by the
@ut hori ty derived component, defined in Section 2.2.3. In order to preserve the value across
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different HTTP versions, applications should always use the @ut hor i t y derived component.
See a'so Section 7.5.4.

7.2.5. SignatureLabels

HTTP message signature values are identified in the Signature and Signature-Input field values by unique
labels. These labels are chosen only when attaching the signature values to the message and are not accounted
for during the signing process. An intermediary is allowed to relabel an existing signature when processing the
message.

Therefore, applications should not rely on specific labels being present, and applications should not put
semantic meaning on the labels themselves. Instead, additional signature parameters can be used to convey
whatever additional meaning is required to be attached to, and covered by, the signature. In particular, thet ag
parameter can be used to define an application-specific value as described in Section 7.2.7.

7.2.6. Multiple Signature Confusion

Since multiple signatures can be applied to one message (Section 4.3), it is possible for an attacker to attach
their own signature to a captured message without modifying existing signatures. This new signature could
be completely valid based on the attacker's key, or it could be an invalid signature for any number of reasons.
Each of these situations needs to be accounted for.

A verifier processing a set of valid signatures needs to account for all of the signers, identified by the signing
keys. Only signatures from expected signers should be accepted, regardless of the cryptographic validity of the
signature itself.

A verifier processing a set of signatures on a message also needs to determine what to do when one or more of
the signatures are not valid. If amessage is accepted when at least one signature is valid, then a verifier could
drop dl invalid signatures from the request before processing the message further. Alternatively, if the verifier
rejects amessage for asingle invalid signature, an attacker could use thisto deny service to otherwise valid
messages by injecting invalid signatures alongside the valid signatures.

7.2.7. Collision of Application-Specific Signature Tag

Multiple applications and protocols could apply HTTP signatures on the same message simultaneously. In

fact, thisis adesired feature in many circumstances; see Section 4.3. A naive verifier could become confused
while processing multiple signatures, either accepting or rejecting a message based on an unrelated or irrelevant
signature. In order to help an application select which signatures apply to its own processing, the application
can declare a specific value for thet ag signature parameter as defined in Section 2.3. For example, a signature
targeting an application gateway could requiret ag="app- gat eway" as part of the signature parameters for
that application.

The use of thet ag parameter does not prevent an attacker from also using the same value as atarget
application, since the parameter's value is public and otherwise unrestricted. As a consequence, a verifier
should only use avalue of thet ag parameter to limit which signatures to check. Each signature still needs to
be examined by the verifier to ensure that sufficient coverageis provided, as discussed in Section 7.2.1.

7.2.8. Message Content

On its own, this specification does not provide coverage for the content of an HT TP message under

the signature, in either arequest or aresponse. However, [DIGEST] defines aset of fields that allow a
cryptographic digest of the content to be represented in afield. Oncethisfield is created, it can be included just
like any other field as defined in Section 2.1.

For example, in the following response message:
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HTTP/ 1.1 200 OK
Cont ent - Type: application/json

{"hello": "world"}

The digest of the content can be added to the Content-Digest field as follows:

NOTE: '\' line wapping per RFC 8792

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cont ent - Di gest: \
sha- 256=: X48E9qQokqgqr vdt s8nQJRIN3ONDUoy Wk Bf 7kbu9DBPE=:

{"hello": "world"}

Thisfield can be included in a signature base just like any other field along with the basic signature parameters:

"@tatus": 200
"content-digest": \

sha- 256=: X48E9qQokqqr vdt s8nQJRIN3ONDUoy Wk Bf 7k bu9DBPE=:
"@ignature-input”: ("@tatus" "content-digest")

From here, the signing process proceeds as usual.

Upon verification, it isimportant that the verifier validate not only the signature but a so the value of the
Content-Digest field itself against the actual received content. Unless the verifier performs this step, it would be
possible for an attacker to substitute the message content but |eave the Content-Digest field value untouched to
pass the signature. Since only the field value is covered by the signature directly, checking only the signatureis
not sufficient protection against such a substitution attack.

Asdiscussed in [DIGEST], the value of the Content-Digest field is dependent on the content encoding of the
message. |f an intermediary changes the content encoding, the resulting Content-Digest value would change.
Thiswould in turn invalidate the signature. Any intermediary performing such an action would need to apply
anew signature with the updated Content-Digest field value, similar to the reverse proxy use case discussed in
Section 4.3.

Applications that make use of ther eq parameter (Section 2.4) also need to be aware of the limitations of this
functionality. Specifically, if aclient does not include something like a Content-Digest header field in the
request, the server is unable to include a signature that covers the request's content.

7.3. Cryptographic Considerations

7.3.1. Cryptography and Signature Collision

This document does not define any of its own cryptographic primitives and instead relies on other
specifications to define such elements. If the signature algorithm or key used to process the signature base is
vulnerable to any attacks, the resulting signature will also be susceptible to these same attacks.

A common attack against signature systemsis to force a signature collision, where the same signature value
successfully verifies against multiple different inputs. Since this specification relies on reconstruction of the
signature base from an HTTP message and the list of components signed is fixed in the signature, it is difficult
but not impossible for an attacker to effect such a collision. An attacker would need to manipulate the HTTP
message and its covered message componentsin order to make the collision effective.

To counter this, only vetted keys and signature algorithms should be used to sign HT TP messages. The "HTTP
Signature Algorithms' registry is one source of trusted signature algorithms for applications to apply to their

messages.

Backman, et al. Expires August 2024 [Page 51]



RFC 9421 HTTP Message Signatures February 2024

Whileit is possible for an attacker to substitute the signature parameters value or the signature value separately,
the signature base generation algorithm (Section 2.5) always covers the signature parameters as the final value
in the signature base using a deterministic serialization method. This step strongly binds the signature base with
the signature value in away that makes it much more difficult for an attacker to perform a partial substitution
on the signature base.

7.3.2. Key Theft

A foundational assumption of signature-based cryptographic systemsis that the signing key is not
compromised by an attacker. If the keys used to sign the message are exfiltrated or stolen, the attacker will be
able to generate their own signatures using those keys. As a consequence, signers have to protect any signing
key material from exfiltration, capture, and use by an attacker.

To combat this, signers can rotate keys over time to limit the amount of time that stolen keys are useful. Signers
can also use key escrow and storage systemsto limit the attack surface against keys. Furthermore, the use of
asymmetric signing algorithms exposes key material |ess than the use of symmetric signing algorithms (Section
7.3.3).

7.3.3. Symmetric Cryptography

This document allows both asymmetric and symmetric cryptography to be applied to HTTP messages. By their
nature, symmetric cryptographic methods require the same key material to be known by both the signer and
verifier. This effectively meansthat a verifier is capable of generating avalid signature, since they have access
to the same key material. An attacker that is able to compromise a verifier would be able to then impersonate a
signer.

Where possible, asymmetric methods or secure key agreement mechanisms should be used in order to avoid
this type of attack. When symmetric methods are used, distribution of the key material needs to be protected
by the overall system. One technique for thisis the use of separate cryptographic modules that separate the
verification process (and therefore the key material) from other code, minimizing the vulnerable attack surface.
Another technique is the use of key derivation functions that allow the signer and verifier to agree on unique
keys for each message without having to share the key values directly.

Additionally, if symmetric algorithms are allowed within a system, specia care must be taken to avoid key
downgrade attacks (Section 7.3.6).

7.3.4. Key Specification Mixup

The existence of avalid signature on an HTTP message is not sufficient to prove that the message has been
signed by the appropriate party. It is up to the verifier to ensure that a given key and algorithm are appropriate
for the message in question. If the verifier does not perform such a step, an attacker could substitute their

own signature using their own key on a message and force a verifier to accept and process it. To combat this,
the verifier needs to ensure not only that the signature can be validated for a message but that the key and
algorithm used are appropriate.

7.3.5. Non-deterministic Signature Primitives

Some cryptographic primitives, such as RSA-PSS and ECDSA, have non-deterministic outputs, which include
some amount of entropy within the algorithm. For such algorithms, multiple signatures generated in succession
will not match. A lazy implementation of a verifier could ignore this distinction and simply check for the same
value being created by re-signing the signature base. Such an implementation would work for deterministic
algorithms such as HMAC and EADSA but fail to verify valid signatures made using non-deterministic
algorithms. It is therefore important that a verifier always use the correctly defined verification function for the
algorithm in question and not do a simple comparison.
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7.3.6. Key and Algorithm Specification Downgrades

Applications of this specification need to protect against key specification downgrade attacks. For example, the
same RSA key can be used for both RSA-PSS and RSA v1.5 signatures. If an application expects akey to only
be used with RSA-PSS, it needs to reject signatures for any key that uses the weaker RSA 1.5 specification.

Another example of a downgrade attack would be when an asymmetric algorithm is expected, such as RSA-
PSS, but an attacker substitutes a signature using a symmetric algorithm, such asHMAC. A naive verifier
implementation could use the value of the public RSA key as the input to the HMAC verification function.
Since the public key is known to the attacker, this would allow the attacker to create avalid HMAC signature
against this known key. To prevent this, the verifier needs to ensure that both the key material and the
algorithm are appropriate for the usage in question. Additionally, while this specification does allow runtime
specification of the algorithm using the al g signature parameter, applications are encouraged to use other
mechanisms such as static configuration or a higher-protocol-level algorithm specification instead, preventing
an attacker from substituting the algorithm specified.

7.3.7. Signing Signature Values

When applying the r eq parameter (Section 2.4) or multiple signatures (Section 4.3) to a message, it is possible
to sign the value of an existing Signature field, thereby covering the bytes of the existing signature output in the
new signature's value. While it would seem that this practice would transitively cover the components under the
original signaturein a verifiable fashion, the attacks described in [JACK SON2019] can be used to impersonate
asignature output value on an unrelated message.

In this example, Alice intends to send a signed request to Bob, and Bob wants to provide a signed response to
Alice that includes a cryptographic proof that Bob is responding to Alice's incoming message. Mallory wants to
intercept thistraffic and replace Alice's message with her own, without Alice being aware that the interception
has taken place.

1. Alicecreates amessage Req_A and applies asignature Si g_A using her private key Key_A_Si gn.

Alice believes sheis sending Req_A to Bab.

Mallory intercepts Req_A and reads the value Si g_A from this message.

Mallory generates a different message Req_Mto send to Bob instead.

Mallory crafts asigning key Key_M Si gn such that she can create avalid signature Si g_Mover her

request Req_Musing this key, but the byte value of Si g_Mexactly equalsthat of Si g_A.

Mallory sends Req_Mwith Si g_Mto Bob.

7. Bobvalidates Si g_Magainst Mallory's verification key Key_M Ver i f y. At no time does Bob think that
he's responding to Alice.

8. Bob responds with response message Res_ B to Req_Mand creates signature Si g_B over this message
using hiskey Key_B_Si gn. Bob includes the value of Si g_Munder Si g_B's covered components but
does not include anything else from the request message.

9. Mallory receivesthe response Res_B from Bob, including the signature Si g_B value. Mallory replays this
response to Alice.

10. Alicereads Res_B from Mallory and verifies Si g_B using Bob's verification key Key_B_Veri fy. Alice
includes the bytes of her origina signature Si g_A in the signature base, and the signature verifies.

11. Aliceisled to believe that Bob has responded to her message and believes she has cryptographic proof of

this happening, but in fact Bob responded to Mallory's malicious request and Alice is hone the wiser.

a kM wbn

o

To mitigate this, Bob can sign more portions of the request message than just the Signature field, in order to
more fully differentiate Alice's message from Mallory's. Applications using this feature, particularly for non-
repudiation purposes, can stipulate that any components required in the original signature also be covered
separately in the second signature. For signed messages, requiring coverage of the corresponding Signature-
Input field of the first signature ensures that unique items such as nonces and timestamps are also covered
sufficiently by the second signature.
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7.4. Matching Signature Parametersto the Target M essage

7.4.1. Modification of Required M essage Parameters

An attacker could effectively deny a service by modifying an otherwise benign signature parameter or signed
message component. While rejecting a modified message is the desired behavior, consistently failing signatures
could lead to verifier turning off signature checking in order to make systems work again (see Section 7.1.1) or
application minimizing the requirements related to the signed component.

If such failures are common within an application, the signer and verifier should compare their generated
signature bases with each other to determine which part of the message is being modified. If an expected
modification is found, the signer and verifier can agree on an aternative set of requirements that will pass.
However, the signer and verifier should not remove the requirement to sign the modified component wheniit is
suspected that an attacker is modifying the component.

7.4.2. Matching Values of Covered Componentsto Valuesin the Target M essage

The verifier needs to make sure that the signed message components match those in the message itself. For
example, the @ret hod derived component requires that the value within the signature base be the same as
the HTTP method used when presenting this message. This specification encourages this by requiring the
verifier to derive the signature base from the message, but lazy caching or conveyance of araw signature base
to a processing subsystem could lead to downstream verifiers accepting a message that does not match the
presented signature.

To counter this, the component that generates the signature base needs to be trusted by both the signer and
verifier within a system.

7.4.3. Message Component Sour ce and Context

The signature context for deriving message component values includes the target HT TP message itself, any
associated messages (such as the request that triggered a response), and additional information that the signer or
verifier has access to. Both signers and verifiers need to carefully consider the source of al information when
creating component values for the signature base and take care not to take information from untrusted sources.
Otherwise, an attacker could leverage such aloosely defined message context to inject their own values into the
signature base string, overriding or corrupting the intended values.

For example, in most situations, the target URI of the message is as defined in [HTTP], Section 7.1. However,
let's say that there is an application that requires signing of the @ut hor i t y of the incoming request, but the
application doing the processing is behind a reverse proxy. Such an application would expect a changein the
@ut hori ty value, and it could be configured to know the external target URI as seen by the client on the
other side of the proxy. This application would use this configured value asits target URI for the purposes of
deriving message component values such as @wut hor i t y instead of using the target URI of the incoming
message.

This approach is not without problems, as a misconfigured system could accept signed requests intended for
different componentsin the system. For this scenario, an intermediary could instead add its own signature to be
verified by the application directly, as demonstrated in Section 4.3. This alternative approach requires amore
active intermediary but relies less on the target application knowing external configuration values.

As another example, Section 2.4 defines a method for signing response messages and also including portions
of the request message that triggered the response. In this case, the context for component value calculation

is the combination of the response and request messages, not just the single message to which the signature
isapplied. For thisfeature, the r eq flag allows both signers to explicitly signal which part of the context

is being sourced for a component identifier's value. Implementations need to ensure that only the intended
message is being referred to for each component; otherwise, an attacker could attempt to subvert a signature by
mani pulating one side or the other.
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7.4.4. Multiple Message Component Contexts

It is possible that the context for deriving message component values could be distinct for each signature
present within a single message. Thisis particularly the case when proxies mutate messages and include
signatures over the mutated values, in addition to any existing signatures. For example, areverse proxy can
replace a public hostname in arequest to a service with the hostname for the individual service host to which it
is forwarding the request. If both the client and the reverse proxy add signatures covering @ut hori ty, the
service host will see two signatures on the request, each signing different values for the @wut hor i t y message
component, reflecting the change to that component as the message made its way from the client to the service
host.

In such acase, it's common for the internal service to verify only one of the signatures or to use externally
configured information, as discussed in Section 7.4.3. However, averifier processing both signatures has to use
adifferent message component context for each signature, since the component value for the @ut hori ty
component will be different for each signature. Verifiers like this need to be aware of both the reverse proxy's
context for incoming messages and the target service's context for the message coming from the reverse proxy.
The verifier needs to take particular care to apply the correct context to the correct signature; otherwise, an
attacker could use knowledge of this complex setup to confuse the inputs to the verifier.

Such verifiers also need to ensure that any differences in message component contexts between signatures
are expected and permitted. For example, in the above scenario, the reverse proxy could include the origina
hostname in a Forwarded header field and could sign @ut hor i t 'y, forwarded, and the client'sentry in
the Signature field. The verifier can use the hostname from the Forwarded header field to confirm that the
hostname was transformed as expected.

7.5. HTTP Processing

7.5.1. Processing Invalid HTTP Field Names as Derived Component Names

The definition of HTTP field names does not allow for the use of the @character anywhere in the name. As
such, since al derived component names start with the @character, these namespaces should be completely
separate. However, some HT TP implementations are not sufficiently strict about the characters accepted in
HTTP field names. In such implementations, a sender (or attacker) could inject a header field starting with an
@character and have it passed through to the application code. These invalid header fields could be used to
override a portion of the derived message content and substitute an arbitrary value, providing a potential place
for an attacker to mount a signature collision (Section 7.3.1) attack or other functional substitution attack (such
as using the signature from a GET reguest on a crafted POST request).

To combat this, when selecting values for a message component, if the component name starts with the @
character, it needs to be processed as a derived component and never processed asan HTTP field. Only if
the component name does not start with the @character can it be taken from the fields of the message. The
algorithm discussed in Section 2.5 provides a safe order of operations.

7.5.2. Semantically Equivalent Field Values

The signature base generation algorithm (Section 2.5) usesthe value of an HTTP field asits component value.
In the common case, this amounts to taking the actual bytes of the field value as the component value for both
the signer and verifier. However, some field values allow for transformation of the valuesin semantically
equivalent ways that ater the bytes used in the value itself. For example, afield definition can declare some or
all of its values to be case insensitive or to have specia handling of internal whitespace characters. Other fields
have expected transformations from intermediaries, such as the removal of commentsin the Via header field.

In such cases, a verifier could be tripped up by using the equivalent transformed field value, which would differ
from the byte value used by the signer. The verifier would have a difficult time finding this class of errors,
since the value of the field is still acceptable for the application but the actual bytes required by the signature
base would not match.
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When processing such fields, the signer and verifier have to agree on how to handle such transformations, if
at all. One option isto not sign problematic fields, but care must be taken to ensure that thereis till sufficient
signature coverage (Section 7.2.1) for the application. Another option isto define an application-specific
canonicalization value for the field before it is added to the HT TP message, such as to always remove internal
comments before signing or to always transform values to lowercase. Since these transformations are applied
prior to the field being used as input to the signature base generation algorithm, the signature base will still
simply contain the byte value of the field as it appears within the message. If the transformations were to be
applied after the value is extracted from the message but before it is added to the signature base, different attack
surfaces such as value substitution attacks could be launched against the application. All application-specific
additional rules are outside the scope of this specification, and by their very nature these transformations
would harm interoperability of the implementation outside of this specific application. It is recommended that
applications avoid the use of such additional rules wherever possible.

7.5.3. Parsing Structured Field Values

Several parts of this specification rely on the parsing of Structured Field values [STRUCTURED-FIELDS]

-- in particular, strict serialization of HTTP Structured Field values (Section 2.1.1), referencing members

of aDictionary Structured Field (Section 2.1.2), and processing the @i gnat ur e- i nput vauewhen
verifying a signature (Section 3.2). While Structured Field values are designed to be relatively simple to parse,
anaive or broken implementation of such a parser could lead to subtle attack surfaces being exposed in the
implementation.

For example, if abuggy parser of the @i gnat ur e-i nput value does not enforce proper closing of quotes
around string values within the list of component identifiers, an attacker could take advantage of this and inject
additional content into the signature base through manipulating the Signature-1nput field value on a message.

To counteract this, implementations should use fully compliant and trusted parsers for all Structured Field
processing, on both the signer side and the verifier side.

7.5.4. HTTP Versionsand Component Ambiguity

Some message components are expressed in different ways across HT TP versions. For example, the authority
of the request target is sent using the Host header field in HTTP/1.1 but with the : aut hor i t y pseudo-header
in HTTP/2. If asigner sends an HTTP/1.1 message and signs the Host header field but the message is translated
to HTTP/2 before it reaches the verifier, the signature will not validate, as the Host header field could be
dropped.

It isfor this reason that HT TP message signatures define a set of derived components that define a single way
to get the value in question, such asthe @ut hor i t y derived component (Section 2.2.3) in lieu of the Host
header field. Applications should therefore prefer derived components for such options where possible.

7.5.5. Canonicalization Attacks

Any ambiguity in the generation of the signature base could provide an attacker with leverage to substitute

or break a signature on a message. Some message component values, particularly HTTP field values, are
potentially susceptible to broken implementations that could lead to unexpected and insecure behavior. Naive
implementations of this specification might implement HTTP field processing by taking the single value of a
field and using it as the direct component value without processing it appropriately.

For example, if the handling of obs- f ol d field values does not remove the internal line folding and
whitespace, additional newlines could be introduced into the signature base by the signer, providing a potential
place for an attacker to mount a signature collision (Section 7.3.1) attack. Alternatively, if header fields that
appear multiple times are not joined into a single string value, as required by this specification, similar attacks
can be mounted, as a signed component value would show up in the signature base more than once and could
be substituted or otherwise attacked in this way.

To counter this, the entire field value processing a gorithm needs to be implemented by all implementations of
signers and verifiers.
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7.5.6. Non-List Field Values

When an HTTP field occurs multiple times in a single message, these values need to be combined into asingle
one-line string value to be included in the HTTP signature base, as described in Section 2.5. Not all HTTP
fields can be combined into asingle value in thisway and still be avalid value for the field. For the purposes of
generating the signature base, the message component value is never meant to be read back out of the signature
base string or used in the application. Therefore, it is considered best practice to treat the signature base
generation algorithm separately from processing the field values by the application, particularly for fields that
are known to have this property. If the field values that are being signed do not validate, the signed message
should aso be rejected.

If an HTTPfield allows for unquoted commas within its values, combining multiple field values can lead to a
situation where two semantically different messages produce the same line in a signature base. For example,
take the following hypothetical header field with an internal commain its syntax, here used to define two
separate lists of values:

Exanpl e- Header: value, with, lots
Exanpl e- Header: of, conmas

For this header field, sending all of these values as asingle field value resultsin asingle list of values:

Exanpl e- Header: value, with, lots, of, comas

Both of these messages would create the following line in the signature base:
"exanpl e- header": value, with, lots, of, comms

Since two semantically distinct inputs can create the same output in the signature base, special care hasto be
taken when handling such values.

Specifically, the Set-Cookie field [COOKIE] defines aninternal syntax that does not conform to the List syntax
provided in [STRUCTURED-FIELDS]. In particular, some portions allow unguoted commas, and the field
istypically sent as multiple separate field lines with distinct values when sending multiple cookies. When
multiple Set-Cookie fields are sent in the same message, it is not generally possible to combine these into a
single line and be able to parse and use the results, as discussed in [HTTP], Section 5.3. Therefore, all the
cookies need to be processed from their separate field values, without being combined, while the signature base
needs to be processed from the special combined value generated solely for this purpose. If the cookie value
isinvalid, the signed message ought to be rejected, asthisis a possible padding attack as described in Section
7.5.7.

To deal with this, an application can choose to limit signing of problematic fields like Set-Cookie, such
asincluding thefield in a signature only when asingle field value is present and the results would be
unambiguous. Similar caution needs to be taken with all fields that could have non-deterministic mappings into
the signature base. Signers can aso make use of the bs parameter to armor such fields, as described in Section
2.13.

7.5.7. Padding Attackswith Multiple Field Values

Since HTTP field values need to be combined into a single string value to be included in the HTTP signature
base (see Section 2.5), it is possible for an attacker to inject an additional value for agiven field and add thisto
the signature base of the verifier.

In most circumstances, this causes the signature validation to fail as expected, since the new signature base
value will not match the one used by the signer to create the signature. However, it is theoretically possible
for the attacker to inject both a garbage value into afield and a desired value into another field in order to
force aparticular input. Thisisavariation of the collision attack described in Section 7.3.1, where the attacker
accomplishes their change in the message by adding to existing field values.
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To counter this, an application needs to validate the content of the fields covered in the signature in addition
to ensuring that the signature itself validates. With such protections, the attacker's padding attack would be
rejected by the field value processor, even in the case where the attacker could force a signature collision.

7.5.8. Ambiguous Handling of Query Elements

The HTML form parameters format defined in 5 of [HTMLURL] iswidely deployed and supported by many
application frameworks. For convenience, some of these frameworks in particular combine query parameters
that are found in the HTTP query and those found in the message content, particularly for POST messages with
a Content-Type value of "application/x-www-form-urlencoded". The @uer y- par amderived component
identifier defined in Section 2.2.8 draws its values only from the query section of the target URI of the request.
As such, it would be possible for an attacker to shadow or replace query parametersin arequest by overriding a
signed query parameter with an unsigned form parameter, or vice versa.

To counter this, an application needs to make sure that values used for the signature base and the application
are drawn from a consistent context, in this case the query component of the target URI. Additionally, when
the HTTP request has content, an application should sign the message content as well, as discussed in Section
7.2.8.
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8. Privacy Considerations

8.1. Identification through Keys

If asigner uses the same key with multiple verifiers or uses the same key over time with asingle verifier, the
ongoing use of that key can be used to track the signer throughout the set of verifiers that messages are sent
to. Since cryptographic keys are meant to be functionally unique, the use of the same key over timeis a strong
indicator that it is the same party signing multiple messages.

In many applications, thisis a desirable trait, and it allows HT TP message signatures to be used as part of
authenticating the signer to the verifier. However, it could also result in unintentional tracking that a signer
might not be aware of. To counter this kind of tracking, a signer can use a different key for each verifier that it
isin communication with. Sometimes, a signer could also rotate their key when sending messages to a given
verifier. These approaches do not negate the need for other anti-tracking techniques to be applied as necessary.

8.2. Signaturesdo not provide confidentiality

HTTP message signatures do not provide confidentiality for any of the information protected by the signature.
The content of the HTTP message, including the value of all fields and the value of the signature itself, is
presented in plaintext to any party with access to the message.

To provide confidentiality at the transport level, TLS or its equivalent can be used, as discussed in Section
7.1.2.

8.3. Oracles

It isimportant to balance the need for providing useful feedback to devel opers regarding error conditions
without providing additional information to an attacker. For example, a naive but helpful server implementation
might try to indicate the required key identifier needed for requesting aresource. If someone knows who
controls that key, a correlation can be made between the resource's existence and the party identified by the
key. Access to such information could be used by an attacker as a means to target the legitimate owner of the
resource for further attacks.

8.4. Required Content

A core design tenet of this specification isthat all message components covered by the signature need to be
available to the verifier in order to recreate the signature base and verify the signature. As a consequence, if

an application of this specification requires that a particular field be signed, the verifier will need access to the
value of that field.

For example, in some complex systems with intermediary processors, this could cause surprising behavior
where, for fear of breaking the signature, an intermediary cannot remove privacy-sensitive information from
amessage before forwarding it on for processing. One way to mitigate this specific situation would be for
the intermediary to verify the signature itself and then modify the message to remove the privacy-sensitive
information. The intermediary can add its own signature at this point to signal to the next destination that the
incoming signature was validated, as shown in the example in Section 4.3.
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Appendix A. Detecting HTTP Message Signatures

There have been many attempts to create signed HT TP messages in the past, including other non-standardized
definitions of the Signature field that is used within this specification. It is recommended that devel opers
wishing to support this specification, other published documents, or other historical drafts do so carefully and
deliberately, as incompatibilities between this specification and other documents or various versions of other
drafts could lead to unexpected problems.

It is recommended that implementors first detect and validate the Signature-Input field defined in this
specification to detect that the mechanism described in this document isin use and not an aternative. If
the Signature-Input field is present, all Signature fields can be parsed and interpreted in the context of this
specification.
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Appendix B. Examples

The following non-normative examples are provided as a means of testing implementations of HT TP message
signatures. The signed messages given can be used to create the signature base with the stated parameters,
creating signatures using the stated algorithms and keys.

The private keys given can be used to generate signatures, though since several of the demonstrated algorithms
are non-deterministic, the results of a signature are expected to be different from the exact bytes of the
examples. The public keys given can be used to validate all signed examples.

B.1. Example Keys

This section provides cryptographic keys that are referenced in example signatures throughout this document.
These keys MUST NOT be used for any purpose other than testing.

The key identifiers for each key are used throughout the examples in this specification. It is assumed for these
examples that the signer and verifier can unambiguously dereference all key identifiers used here and that the
keys and algorithms used are appropriate for the context in which the signature is presented.

The components for each private key, in PEM format [RFC7468], can be displayed by executing the following
OpenSSL command:

openssl pkey -text

This command was tested with all the example keys on OpenSSL version 1.1.1m. Note that some systems
cannot produce or use all of these keys directly and may require additional processing. All keys are also made
availablein WK format.

B.1.1. Example RSA Key

Thefollowing key is a2048-bit RSA public and private key pair, referred to in this document ast est - key-
rsa. Thiskey isencoded in PEM format, with no encryption.
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----- BEG N RSA PUBLI C KEY- - - - -

M | BCgKCAQEAhAKYdt oeoy8zcAcR874L8cnZxKzAGMI7v36APp7Pv6Q2j dsPBRr w
V\EBnez 6d0UDKDWGhc 6nxf EXAy5nbhgaj zr w3MOEt 8uA5t x SKobBpKDeBLOsdJKFq
MaTXCQVEGY Yentx DTRPXAl el AgYYRj TSd/ QBWWWIOMNFhekr o3Rt | i nV0a75j f Zg
kne/ Yi kt SvLG34| w2z gXBDTC5NHROUqGTI ML4PI NZS5Ri 2U4aCNx2r UPRcKI | EOP
ukKxl 4T+Hl aFpv8+r dV6eUgOr B2xel 1dSFFn/ nnv500ZJEl B+VnuKn3DCUc CZSFI Q
PSXSf BDi UGhwOw76WISSsf 1D4b/ vLoJ 10w DAQAB

----- END RSA PUBLI C KEY- - - - -

M | EgAl BAAKCAQEAhAKYdt oeoy8zcAcR874L8cnZxKzAGM 7v36APp7Pv6(Rj dsP
BRr W\EBnez 6d0UDKDWGhc 6nxf EXAy5nmbhgaj zr wBMOEt 8uA5t x SKobBpKDeBLOsd
JKFgMGTXCQVEGY Yentx DTRPXAl el AgYYRj TSd/ OBWWWAOMNFhekr o3Rt | i nV0a75
j f Zgkne/ Yi kt SvLG34| w2z gXBDTC5NHROUQGTI ML4P| NZS5Ri 2U4aCNx2r UPRcKI

| EOPuKx| 4T+Hl aFpv8+r dV6eUgCOr B2xel 1dSFFn/ nnv500ZJ El B+VnmuKn3DCUc CZ
SFI QPSXSf BDi UGhwOw76WISSsf 1D4b/ vLoJ 10w DAQABAoI BAG JZuSWioVHbi 56
vj gCgkj g3l kOLKr @3nr dnbnr gA9P9gaPj xuKoWaKOLcBQ E1pSWy/ cKnc YgD5WKE
CpANRUX&ZpFAzdkzCYzAhli +c34L60ZoHsi r KEoNcEnHveydf zJL5934egnbp8DW
+mLRQ70y Ut 4uRc0YSor +q1LGIv GQHReFOWNRI BZHr hz5e63Pq7| EOgl wuBgL8SMaA
yRXt K+JC&xZpl nir'q+NHv EWACu09SCqOr 838ceQ 55Svznirkwgt C+8AT2zFvi MZKKR
Qo6SPsr gl t xZWRt y2i zawTFOBf 5S2VAXx70+6t 3wBsQLsLpt 0SgX3Qbl ELY5as! 0J
YFz7LIJECgYkAsgqeUIngXE3LP8t Yol j M AKi TmBo6psPl ¢8Cr LI 9CHOUbuaA2JCOM
cCNg8Sy YbTqgnW B9Zf cAml cFpA8t Yci 9nbv YK8HNXQr +8FS3Qo8NIRI8d0USCsw
Dz Myf RghAf UGMm W 5hp1pQz Auhwb OXFt x KHVs MPhz 11 Bt FOY8j vgqgYHLbnyi ul
MV 5ALOpYFOG7x81pr | ARURWHOOYF 52k Ewldx px+J XER7hQRWKi 5/ NsUEt v+8RT
gn2nmbqt e5DXLyn83b1gRscSdnCOwKt KWJug5g2ZbwvOCI Ct nRwmP131] WRYT j 67
B/ xJ1ZA6X3GEf 4sNReNAt auc PEel gR2nsNOgKQKBi CogHWHK1qYvBx X2X3kbPDkv
9C+cel gZd2PWaGYLCHq7nPbnf DVOy Hc W ChXZ8j RM mANVR/ eLQREf sRLAW69bn
f 3ZD7J S1f wGhBex GrHBHZG+6Av ber KYVYNHahNFEWS Ts Ac QADL Rpk GybBce xqZo
81YCql gi dwf eObYt | O7et x1xLyqa2NsCeA86Uj GraeNnXEl Dk 1PDK+Eui Thl Ua
[ 21 xKzJKW 1BKr 2d4xAf ROZNEYuRr be DQYgTI nO f W6/ GuYIl x KYQEKCFHFqJATAG
| XHr g1PDO SwXd2GmVWYyEmhZnbcp8CxaEMPevxAt a0ss MK3weUsDt vUv YVF22m
gQKBi D5GMESz s FPy3Ga0MrZpn3D6EJQLgsnr t UPZx+z2Ep2x0xc50r neB5f GyF1P
W P+f G5Q6Dpdz 3LRf mtKWBCWFKQ g7uTxcj er hBWEYPMEMKYWTJF5PB®O/ ddvHLQ
EQeNC8f HGg4 UXUBnmhHnSBt 3EA10qQJf RDs 15MB8e & ¢ YwB1PZpDHSc DnDAO=
----- END RSA PRI VATE KEY-----

The same public and private key pair in WK format:
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{
"kty": "RSA",
"kid": "test-key-rsa",
"p": "sqeUJmgXE3LP8t Yol j M AKi TmBo6psPl c8Cr LI 9CHOUbuaA2J COME CNg8Sy\
YbTqgnW B9Zf cAm cFpA8t Yci 9nbv YK8HNXxQ - 8FS3Qu8NORI8d0USCswDz MYf Rgh\
Af UGM W 5hplpQz AuhwbOXFt xKHVs MPhz 11 Bt F9Y8j vgqgYHLbnyi ulmw',
"g": "vSl gXQovHz WruUBFRHAej Rh_naQTDV3GnH4| cRHUFBFZCSLN82xQS2_7xFO
gf abqql7kNcvKf zdvWhGxxJ2cl LAQOpZS6DnT ZI vBU4I kK2ZHCac_Xf W/ZFh- Pr sH\
_EnVkDpf cYR_i wlF40C1g5W8R6V\ABHaew3SAp" ,
"d": "b8l nbJZ2hUduLng- QAKCSODeW7Ugs 7eet 2bgeuADO_2po- PG4ghZoo7VwF\
CUTW Jan9wgdxi APl bEQKk CdFRcbakbj N2TMIj MCHWL5zf gvghngeyKsr gglwSce9\
7J1_Mkvn3f h6Cbgnwi\b6bVFDvTJIS3i 5FzRhKi v6r Us YnBZAdF4XRaYkFkeuHPI 7r c\
- r uUUTSA] C4Govx| xoDJFeOr 4kbFrki ZOr 40e8RZYK7T1I Kr Svzf xx5Aj nl K_QZOTC\
qOL7wWBPbMNM | xmQpFG pl - yuoi 3Fl ZG3LaLNr BMXQF_| LZUDHs 77q3f AGxDWwin2h\
KBf dBuUQt j | gwj Q gXPsskQ@',
"e": "AQAB",
"gi": "PkbARLOMJ_LcZr Qy9mmf cPoQ AuCyeul@nH7PYSnbHTFzmi ud4H 8bl XU
9a0_58bl DoA 3Pct F- b4r AEJ YUpCODU5PFyN6UEFYRg- YQupj BMkXk8ED39128ct Al
RB40Lx8cabDhRdTyaEedl G3c QDXSpAl 9EQz Xk zf x4bZxj AHU9mk MdJwOc MDQ'
"dp": "ai odZsrWi 8HFf Zf eRs80S_0L5x6WBI 3Y9bt 0Zgs!| er ucQuZ8NXTI dxaMs\
FdnyNEy OYA1VHI94t DYR- xEt 1br 1ud_dkPsl| LV_Aac7d7EaYc7cdkb70C9t 6sphVgO\
dgEOUTDI OnBxBYM GmbJsFzGpnj zVgKgWgJ3B9471 i 2U7t 63HXEVKpr Y2w',
"dg": "bODzpSMb5p42dcQOTUSM 4S6JCENRr _Y] Er MkpaXUEqvZ3j EB9HRMTRI 5\
G t 4NBi BM Y6V9br 8a5gj Epi AQol UcWok BMAY] Eeur UBMBJILBd3YaZ\Wj | SaFndt y\
NWLFoQxCh6_EC1r Sywwr f DpSwO29S9i 8Xbaap”,
"n": "hAKYdt oeoy8zcAcR874L8cnZxKzAGM7v36APp7Pv6@Rj dsPBRr WWEBNez 6\
dOUDKDwWGbc 6nxf EXAy5nmbhgaj zr w3MOEt 8uA5t x SKobBpKDe BL Cs dJ KFgMGTXCQV E\
G7YentxDTRPxAl el AgYYRj TSd_ QBWWOOMFhekr o3Rt | i nV0a75j f Zgkne_Yi kt S\
vLG34| w2z gXBDTC5NHROUQGTI ML4PI NZS5Ri 2U4aCNx2r UPRcKI | EOPuKxI 4T- HI a\
Fpv8-r dv6eUgOr B2xel 1dSFFn_nnv5QoZJEl B- VimuKn3DCUc CZSFI QPSXSf BDi UGh\
WOW76WISSs 1D4b_vLoJ10wW'

B.1.2. Example RSA-PSSKey

Thefollowing key is a2048-bit RSA public and private key pair, referred to in this document ast est - key-
rsa- pss. Thiskey is PKCS #38 encoded in PEM format, with no encryption.
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----- BEG N PUBLI C KEY-----

M | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEAr 4t mB8r 20Wd/ PbqvP1s2
+QEt vpuRaV8Y(q40gj URBY2Rj xa6dpG2GXHoPf vMs8ct +Lh1GH45x 28 RW3Ry 53mmi+
0AX] y@B60OnDkZ5N8I YbggD4BwWEMopAvLKhk95ANdTr i f bl FPNUSPPMO7 Oy r FAHq
gDsznj PFMTO: CEcN2Z1FpWychwuYLPL+Wokqgl t d11nqgqgzi +bJ9cv SKADYdUAANSW
Ut zdpi y6LbTgSxP70ci UATn0g5I 6aDZJ 7A8Lz00KSy ZYoA485ntc COGVAAWII g4
a0r9v6d+nb4bnNk QvKk| LQBf VAvVImtx dDOp9L CNCNA8V2pn DOk FV6+U9nV50y c6XI
2w DAQAB

----- END PUBLI C KEY- - - - -

----- BEG N PRI VATE KEY-----

M | Evgl BADALBgkghki GOWOBAQoEggSqM | Epgl BAAKCAQEAr 4t mBr 20Wi/ Pbqv
P1s2+QEt vpuRaV8Y(q40gj URBY2R] xa6dp&GXHoPf vivs8ct +Lh1GH45x28RW3Ry 5
3mmt+oAXj yB60nDkZ5N8I YbggD4OBwW6MBpAvLKkhk95ANndTr i f bl FPNUSPPMO7 Oyr

FAHqgDsznj PFMTQt CEcN2Z1FpWjchwu YLPL+Wokql t d11nqqzi +bJ9cv SKADYdUA
ANSWUt zdpi y6LbTgSxP70ci UATn0g51 6aDZJ 7A8Lz00KSy ZYoA485ntc COGVAd VW
91 q4a0T9v6d+nb4bnNkQVKk| LQ3f VAVJIm+xdDOp9LCNCN48V2pn DOk FV6+U9InV50y
c6Xl 2wl DAQABAOI BAQCUBSI p+kJi i ZVKF8AQf B/ aUP0j TAqOQewK1kKJ/ i QCXBCq
pbo360gvdt 05H5VZ/ RDVKEgO2k73VSsbul gezKs8RFs2t EmH+JgTI 9Me QI PWP6X
aKy6LI| YsOE2cWjp8GADgoBs8I | BqOUhXOKT f gl | eek3n7Z26G& 4YFge2TAcV2VWbHNA
Xf K71 upFy o6HHyWRi YHMVARQXLJeOSd Tn5aVBPOPO4bQy k50RX TUSeCei PJUFkt Q
Hkv Goy n7 Kr y Ef wHBTksOL7Whzy P60PL3xSIFNQJi 9mtzzt wYl XGCDQUKM2CGDs| TeD
2m 2o0HoPMy ADOWd | 7BWSVWL8p1h+j gf c4dl exKYRA0OGBAOVF ui Ei CchGghVs5vn5N
RDNscAFnpHj 1QgM 6/ URD5RTgntLf Vsl 11 4bSkbr | uVKvi G& 7at | KROALOG X Rx
DLadgBEeNyHL5I| z6i hQaFJLVQOu3U4SB67J0Yt VOBR6I Xcl j BDHUY8Sj YJ7Ci 626
vuDcoaEuj nl rt UnaMkv Sf cUJAoGBAMPs CHXt e luMNAgYad2WiLj PDI Kt QJK1di Cm
r qnB2g8QE99hDCHI t j DBEdpy FBKO P+NpVt MPKLhRaj j cL9Ph8j r | D6XUqgi kQuVi

4J9FV2ma2j XMui oTT13i dAl LanYg8D3i dvy/ 3i sDVkONOX3UAVKr gMEneOhJpk PL
FYgget vDAoGBAKLQ6JZMoSe0pPIl JkSanthsehglL5Rs51i X4mlz7+sYFAJf hvN3Q

OG HDRp6H| MJcx HpHw7 U+S1TETxePWKLNLKj 6hw8j nX2/ nZRgWHz gVc Y+s Ps ReRx
NIVF +Cf h6y Ot znf X00p+JWOXdSY8gl SSHIWRAMbg+hFGALAYdt 7Ww80XBA0OGBAI MR
NUuggapgaEA8Tr FxkJmgXYaAgpAOi YRA7kv3S4QavPBUG FJHBNULzi t ydkNt VZ
3wehgce0h9YThTo/ nKc+0ZDZbgf N9s7¢ Q75x 0PQCAOAT x2P91Q+nDz DUVTe G30nE
t 2nBS0dGe47Ji Ixi f VOP3WNBNr ZGSI F3nT ORBVNDA0GBAI 0QKN2| v7Sgo4T/ Xj ND
dl 2kZTXqGAk8dChpUi w HIMBOGWhHj 2NdCz Bl i OmPy Q@ Ar 770G TW/bAI +1 RYyF
S7Fnk6ZVVWWHsX| t aHy 1uJ G-l aZz KR4AAGNaUTQJ Ms 6 Nadz CmGPAXNQQOCqo Ui n4XR
rg r awd49JooGXhOxbu8nOx X

The same public and private key pair in WK format:
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{
"kty": "RSA",
"kid": "test-key-rsa-pss",
"p": "5V-6l Sl 5yEaCFXm f k IEMRxwAWekePVCAyvr 9QbTI FOCZwt 9Whj Uj ht KRus\
i 5Ug- | YZ_t 2WRE4As4b_FHEM p2AER431 cvmXPqKFBoUkt VDS7dThl Hr snRi 1U7d\
HqVdwi MEMeSj xKNgnsKLpng- 4NyhoS60eWI1SFoz BJ9x k",
"g": "ww del7WsYOCphp3ZZ0uMBOUqlAkr V2| KaugqYHaDxAT32EMAci 2MVER2nNI \
UEo4g_421 Wz YouFFgqONw 0- Hy Gs gPpdSqKRC5W.gn0VXabj aNcy 6KhNPXeJ0OAgt g\
di DwPeJ2_L_eKWNWX3Rf dQBUquAWSd7 SEnm(Bs Vi qB628M',
"d": "I Afl gf pCYonvShf AKnwf 21 D91 OWKj kHsCt ZCi f 4kAl wQqgWBN-t | L3bdOR-\
VW 0QLZBI Dt p@@1Ur G7pansyr PERbNr RJI Pi YEyPTHKCT1nD- | 2i sui yGLNBNnFoK\
f BgA4KAbPJZQat FI VOCn34JSHnpN5- 2ehr e GBYHt kwHFt | nzeF3yu5bgRcqChx 8l k\
YnBz DAEUFyy Xj knU5- W AT9Dz u@MoOTkc ULENnj nl j yVBZLUB5LxnmBpuyq8hH8B_E\
5LNC- 1oc8j -t Dy98UvRTTi YvZvs87cGCFxgOLi j Nng7CE3g9pi NgB6Dz MyA9 MHSOM
cEl Vt f KdYf 04H30OHZXs SnEQ",
"e": "AQAB",
"gi": "j RAgfYi _t Kg hP9eMIN2XaRl NeoYCTx06d SLD8d0zc4ZZuEePY10LMAW \
6Y_JCOCvvvQYhNa9sAj 4hFj | VLsWeTpl WUez GOLof LWk YW/pnMoHgAY1pRMAKy z\
01p3MKYY8DEL1BA4KghSOf hdGs60v3Df j Oni gZeE7Fu7yc7Fc",
"dp": "otDol kxt J7Sk8gnmRIqZCGx6GAvI GznWIf i bXPv6xgUAI - GB3dD84 Ygc NGn\
oeMkRzEekf Dt TSLVMRPF4_AoucsqPqHDy Odf b- dI GBYf OBVxj 6w x FSHEOI V_4J- H\
r 1 63Qd9f TSn4l Y5d1Jj yCVJI cnBEAyi D6EUZbUBh23vDzRcE",
"dg": "i ZE1S6CpgnBoQDx Os XGQraeBdhoCgk DSJhEDUS _dLhBg88FQa0UkcE1QvO
K3J2@1Vnf DgGBx7SHLhOFQ - cpz45kN uB832zt xDvnH@AI A7h_HY_3VD6 YPMNR\
VN4bf SYS3abdLR0Z7j sm nGI9X0_f AOE2t kZI gXeas5EFUOM',
"n": "r4t mBr 20Wi_PbqvP1ls2- QEt vpuRaV8Yq40gj URBYy2Rj xab6dpG2GXHbPf vM
s8ct - Lh1GH5x28RW3Ry53nm 0AXj y@B60OnDkZ5N8] YbggD4BweMEpAv Lkhk95ANn\
dTri f bl FPNUSPPMO7Oyr FAHqgDsznj PFnMTQx CEcN2Z1FpWjchwuYLPL- Wokql t d11\
ngqzi - bJ9cvSKADYdUAANSWUE zdpi y6LbTgSxP7oci U4Tn0g51 6aDZJ7A8Lz0o0KSy\
ZYoA485nmc COGVADVWII q4a0T9v6d- nb4bnNkQvkl LQBf VAvJI m xdDOp9L CNCNABW
2pnDOKFV6- U9nV50yc6XI 2w

B.1.3. Example ECC P-256 Test Key

Thefollowing key isapublic and private elliptical curve key pair over the curve P-256, referred to in this
document ast est - key- ecc- p256. Thiskey is encoded in PEM format, with no encryption.

----- BEG N PUBLI C KEY- - - - -

MFKWEWYHKO0ZI zj 0CAQYI KoZI zj 0DAQc DQUAEq! VYZVLCr PZHGH] P17CTW/ +DOLf
WOEKj qF7xB4Fi vAXzi c30t MVAGF+hR6Dxh71Z50VGGd! dkk DXZCnTNnoXQ==
----- END PUBLI C KEY- - - - -

----- BEG N EC PRI VATE KEY- - - - -

MHc CAQEEI FKbhf NZf pDsW3+0+Jj Ur 9K+bTeuxopu653+hBaXGA7 0Ao GCCqGSV4 9
AWEHo UQDQUAEQ! VYZVLCr PZHGHj] P17CTW/ +DILf WOEKj qF7xB4Fi vAXzi ¢30t MM
4G-+hR6Dxh71Z50VGGdl dkk DXZCn'TNnoXQ==

----- END EC PRI VATE KEY- - - - -

The same public and private key pair in WK format:
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{
"kty": "EC',
"crv": "P-256",
"kid": "test-key-ecc-p256",
"d": "UpuF81l - kOxbj f 7T4nNSvOr 5t N67G n¥r nf 6EFpcYDs"
"x": "qgl VYZVLCr PZHGH] P17CTWD_- DOLf WOEKj gF7xB4Fi vA",
"y": "M4nNILTDOBhf oUeg8Ye9WedFRhNZXZJA12Qp0z Z6F0"
}

B.1.4. Example Ed25519 Test Key

Thefollowing key isan eliptical curve key over the Edwards curve ed25519, referred to in this document as
t est - key- ed25519. Thiskey is PKCS #8 encoded in PEM format, with no encryption.

----- BEG N PUBLI C KEY-----

MCowBQYDK2VWAY EAJr QLj 5P/ 89i XES9+vFgr | y29cl FOCC/ oPPsw3c5D0bs=
----- END PUBLI C KEY-----

----- BEG N PRI VATE KEY-----

MCACAQAWBQYDK2VIWBCI El J+DYvh6SEqVTNBODFt MDoQ kTni Cgi r VWWOmMABIqf SnF

The same public and private key pair in JWK format:

{
"kty": "OKP",
"crv": "Ed25519",
"kid": "test-key-ed25519",
"d": "n4N - Hpl SpVConQWWCOhCKRGal KgKt W 2ZYb2p9Kc U,
"x": "JrQj 5P_89i XES9- vFgr | y29cl F9CC_oPPsw3c5D0bs"
}

B.1.5. Example Shared Secret

The following shared secret is 64 randomly generated bytes encoded in Base64, referred to in this document as
t est - shared- secret:

NOTE: '\' |ine wapping per RFC 8792
uzvJf BAu3NOJy4T7Nz75MDVer 8z STl nedJt kgcu46YWAXByzNJj xBdt j UkdJPBt \
brHh! Di 6pcl 8j sasj | TM DQ==

B.2. Test Cases

This section provides non-normative examples that may be used as test cases to validate implementation
correctness. These examples are based on the following HT TP messages:

For requests, thist est - r equest message is used:
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PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: exanpl e. com

Date: Tue, 20 Apr 2021 02:07:55 GMT

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: WZDPaVn/ 7XgHaAy8pnoj AkGAMRx2UFChF41A2sv X+T\
aPm+AbwAgBWAr |i Y1 | u7BNNyeal dVLvRWEMTHWKY Jwew==:

Content-Length: 18

{"hello": "world"}

For responses, thist est - r esponse message is used:

NOTE: '\' line wapping per RFC 8792

HTTP/ 1.1 200 OK

Date: Tue, 20 Apr 2021 02:07:56 GMI

Cont ent - Type: application/json

Cont ent - Di gest: sha-512=: mEVWKI S7TMaLRuGgx OBdODa3xgMLXdEvxoYhvl CFJ41Q
JgJc4GTsPp29l 50GX69wWMdXyny U0r j Juahq4l 5acgf LQ==:

Cont ent - Lengt h: 23

{"message": "good dog"}

B.2.1. Minimal Signature Using rsa-pss-sha512

This example presents aminimal signature using ther sa- pss- sha512 algorithm over t est - r equest ,
covering none of the components of the HT TP message but providing a timestamped signature proof of
possession of the key with a signer-provided nonce.

The corresponding signature base is:
NOTE: '\' |ine wapping per RFC 8792

" @i gnature-parans”: ();created=1618884473; keyi d="t est - key-rsa- pss"\
; nonce="b3k2pp5k7z- 50gnwp. yend"

Thisresultsin the following Signature-Input and Signature header fields being added to the message under the
signature label si g- b21:

NOTE: '\' line wapping per RFC 8792

Si gnature-1lnput: sig-b21=();created=1618884473\

; keyi d="t est - key-rsa- pss"; nonce="b3k2pp5k7z- 50gnwp. yend"

Si gnature: sig-b2l=:d2pnilvnbncD3xQTrBE9ZV2828Bj QNGgi wAawsbAkgi bUopem
LIcWDy/ | kbbHAve4cRAt x311 q786U7i t ++wgGxbt Rxf 8Udx7zFZsckzXaJMkA7ChG
52eSkFxykJeNgsr WH5S+ox NFI D4dzVuwe8DhTS] a8xxbR/ Z2cOGdCbhz R72r gFWhz x\
2Vj BgJzsPLM QKhO4DGez XehhWWVES6 YCE+O6c0nKZsf xVr ogUv A4HEL ) VKWhAVL | 6\
UnCh8j YzuVGWBh/ QEVPNP5Tnt AnLH1g+s++v6d4s8nDgCwlf V5/ SI TLq9nmhho8K3\
+7EPYTUSI UlbLhdx BNyt 8C8ssi nQA8XwoQ==:

Note that since the covered components list is empty, this signature could be applied by an attacker to an
unrelated HTTP message. In this example, the nonce parameter isincluded to prevent the same signature
from being replayed more than once, but if an attacker intercepts the signature and prevents its delivery to the
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verifier, the attacker could apply this signature to another message. Therefore, the use of an empty covered
components set is discouraged. See Section 7.2.1 for more discussion.

Note that the RSA-PSS algorithm in use here is non-deterministic, meaning that a different signature value will
be created every time the algorithm is run. The signature value provided here can be validated against the given
keys, but newly generated signature values are not expected to match the example. See Section 7.3.5.

B.2.2. Selective Covered Components Using rsa-pss-sha512

This example covers additional components (the authority, the Content-Digest header field, and a single named
query parameter) int est - r equest usingther sa- pss- sha512 algorithm. This example also adds at ag
parameter with the application-specific value of header - exanpl e.

The corresponding signature base is:
NOTE: '\' line wapping per RFC 8792

"@uthority": exanple.com
"content-digest": sha-512=: WDPaVn/ 7XgHaAy8pnoj Ak GWRx2UFChF41A2sv X\
+TaPmtAbwAgBWAr | i Yl | u7BNNyeal dVLvRWENTHWKv Jwew==:
"@uery- parant; name="Pet ": dog
"@ignature-parans": ("@uthority" "content-digest" \
"@uery- par ant; name="Pet ")\
; creat ed=1618884473; keyi d="t est - key-r sa- pss"”\
; tag="header - exanpl e"

This resultsin the following Signature-Input and Signature header fields being added to the message under the
label si g- b22:

NOTE: '\' line wapping per RFC 8792

Si gnature-Input: sig-b22=("@uthority" "content-digest" \
"@uery-parani; nane="Pet"); creat ed=1618884473\

; keyi d="t est - key-rsa- pss"; tag="header - exanpl e"

Si gnature: sig-b22=:LjbtgUbfnvjj5C5kr1Ugj 4PnLYvXx9wWVj ZvDIGsTT4F7G cQ
EdJzgl 9qHxI CagShLRi LM AJj t g6NACDf Kt j vuJyE5gH7 KT8 UCIWK SowOB4 +ECx CriT\
8rt Anj / OPI Xxi 0AONxKyBO9RNr CQ bbUj sLS/ 2YyFYXEu4TRIQz Rwlr LEUEf Y17 SA\
RYhpTI agwzZVt RBNV7+4UKkj qpc AoFqWFCh62s7C +H2f j BSpqf ZUJcsl k4N6wi Kyd\
4j e2U/ | anken(9PZf B4j Y3I 5r SV2DSBVKSFsURI j YEr Gs0t FTQosMIAoxk/ / ORoK\
Ugi YY8BhOaaUEbOr Q 3/ XaVe4bXTugEj HSw==:

Note that the RSA-PSS algorithm in use here is non-deterministic, meaning that a different signature value will
be created every time the algorithm is run. The signature value provided here can be validated against the given
keys, but newly generated signature values are not expected to match the example. See Section 7.3.5.

B.2.3. Full Coverage Using rsa-pss-shab12

This example covers all applicable message componentsint est - r equest (including the content type and
length) plus many derived components, again using ther sa- pss- sha512 algorithm. Note that the Host
header field is not covered because the @ut hor i t y derived component isincluded instead.

The corresponding signature base is:
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NOTE: '\' line wapping per RFC 8792

"date": Tue, 20 Apr 2021 02:07:55 GV

"@ret hod": POST

"@ath": /foo

"@uery": ?param=Val ue&Pet =dog

"@ut hority": exanple.com

"content-type": application/json

"content-di gest": sha-512=: WDPaVn/ 7XgHaAy8pnoj AKGWRx2UFChF41A2sv X\
+TaPmtAbwAgBWAr | i Yl | u7BNNyeal dVLvRWENTHWKvV Jwew==:

"content-length": 18

" @i gnature-parans": ("date" "@rethod" "@ath" "@uery" \
"@ut hority" "content-type" "content-digest" "content-|ength")\
; creat ed=1618884473; keyi d="t est - key-r sa- pss"

Thisresultsin the following Signature-Input and Signature header fields being added to the message under the
label si g- b23:

NOTE: '\' line wapping per RFC 8792

Si gnature-1nput: sig-b23=("date" "@rethod" "@ath" "@uery" \
"@uthority" "content-type" "content-digest" "content-Ilength")\

; creat ed=1618884473; keyi d="t est - key-r sa- pss”

Si gnature: sig-b23=: bbN8oAr OxYoyyl QRQUUEQYW TuaxLwj ACIf bY2F6SVW hOy B\
i M RGOnMYwZ/ 5MR6f bOKh1r | RASVxFkeG 683+qRpRRUSp2voTp768Zr CUb38KOf W\
xNOQQi C59Dz Yx8DFI | 5GrydPxSme9v6ULbMFk] +V5B1TP/ yPVi V7KsLNmvKi LIH1\
pFkh/ aYA2HXXZz NBXm koQoLd7Yf WO1kE9o/ CCoClxMy7JALi pwKvf rs651 dm u9\
bpG6A9BnEzhuzF8E nbf 8ui 9eH8LZHB96+Q F61ka39VBr ohr 9i yMJJpvRX2Zbhl 52\
JzSRxpJyoEZAFL2FUo5f Tl zt s DZKEgMAc UA==:

Note in this example that the value of the Date header field and the value of the cr eat ed signature parameter
need not be the same. Thisis dueto the fact that the Date header field is added when creating the HTTP
message and the cr eat ed parameter is populated when creating the signature over that message, and these
two times could vary. If the Date header field is covered by the signature, it is up to the verifier to determine
whether its value has to match that of the cr eat ed parameter or not. See Section 7.2.4 for more discussion.

Note that the RSA-PSS agorithm in use here is non-deterministic, meaning that a different signature value will
be created every time the algorithm is run. The signature value provided here can be validated against the given
keys, but newly generated signature values are not expected to match the example. See Section 7.3.5.

B.2.4. Signing a Response Using ecdsa-p256-sha256

This example covers portions of thet est - r esponse message using the ecdsa- p256- sha256 algorithm
andthekey t est - key- ecc- p256.

The corresponding signature base is:
NOTE: '\' line wapping per RFC 8792

"@tatus": 200

"content-type": application/json

"content-digest": sha-512=: nEWKI S7MaLRuGgxOBdODa3xgMLXdEvxoYhvl CFJ4\
1QIgJc4GTsPp29l 50GX69wWMd Xy my U0r j Juahg4l 5a&gf LQ==:

"content-length": 23

" @i gnature-parans": ("@tatus" "content-type" "content-digest" \
"content-length"); created=1618884473; keyi d="t est - key- ecc- p256"
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Thisresultsin the following Signature-Input and Signature header fields being added to the message under the
label si g- b24:

NOTE: '\' line wapping per RFC 8792

Si gnature-Ilnput: sig-b24=("@tatus" "content-type" \
"content-digest" "content-length");created=1618884473\
; keyi d="t est - key-ecc- p256"

Si gnature: sig-b24= wNnSUAhwb5Lxt O CpNa6Wbxj 067nbhFr j OXQ4f vpaCLxONK\
ocgPqulLgyahnzDnDAUy5eCdl YUEKLI j +320i asw==:

Note that the ECDSA signature algorithm in use here is non-deterministic, meaning that a different signature
value will be created every time the algorithm is run. The signature value provided here can be validated
against the given keys, but newly generated signature values are not expected to match the example. See
Section 7.3.5.

B.2.5. Signing a Request Using hmac-sha256

This example covers portions of thet est - r equest message using the himac- sha256 algorithm and the
secret t est - shar ed- secret .

The corresponding signature base is:
NOTE: '\' |ine wapping per RFC 8792

"date": Tue, 20 Apr 2021 02:07:55 GV

"@uthority": exanple.com

"content-type": application/json

"@ignature-parans": ("date" "@uthority" "content-type")\
; creat ed=1618884473; keyi d="t est - shar ed- secret"

Thisresultsin the following Signature-Input and Signature header fields being added to the message under the
label si g- b25:

NOTE: '\' line wapping per RFC 8792

Si gnature-lnput: sig-b25=("date" "@uthority" "content-type")\
; Creat ed=1618884473; keyi d="t est - shar ed- secret "
Si gnature: sig-b25=: pxcQMGBA t MBQ wo8XzkZf / bws5Lel baMk5r G Gt E8=:

Before using symmetric signatures in practice, see the discussion regarding security trade-offsin Section 7.3.3.

B.2.6. Signing a Request Using ed25519

This example covers portions of thet est - r equest message using the Ed25519 algorithm and the key
t est - key-ed25519,

The corresponding signature base is:
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NOTE: '\' line wapping per RFC 8792

"date": Tue, 20 Apr 2021 02:07:55 GV

"@ret hod": POST

"@ath": /foo

"@ut hority": exanple.com

"content-type": application/json

"content-length": 18

"@i gnature-parans": ("date" "@ethod" "@ath" "@uthority" \
"content-type" "content-length");created=1618884473\
; keyi d="t est - key- ed25519"

Thisresults in the following Signature-Input and Signature header fields being added to the message under the
label si g- b26:

NOTE: '\' line wapping per RFC 8792

Si gnature-1lnput: sig-b26=("date" "@rethod" "@ath" "@uthority" \
"content-type" "content-length");created=1618884473\
; keyi d="t est - key- ed25519"

Si gnature: sig-b26=:wycAqbmyJ2ji 2gl f AMBRy4gr uYYnx2nEFN2HNGj r nDnQCK1\
u02Go04v9EDgWUPI u4A0W6VUQV 5] | p5WPpBKROW==:

B.3. TLS-Terminating Proxies

In this example, thereis a TL S-terminating reverse proxy sitting in front of the resource. The client does not
sign the request but instead uses mutual TLS to make its call. The terminating proxy validates the TLS stream
and injects a Client-Cert header field according to [CLIENT-CERT], and then applies a signature to this field.
By signing this header field, areverse proxy not only can attest to its own validation of the initial request's TLS
parameters but can also authenticate itself to the backend system independently of the client's actions.

The client makes the following request to the TL S-terminating proxy using mutual TLS:

PCST / f oo?par am=Val ue&Pet =dog HTTP/ 1. 1
Host: exanpl e.com

Date: Tue, 20 Apr 2021 02:07:55 GMI
Cont ent - Type: application/json

Cont ent -Length: 18

{"hello": "world"}

The proxy processes the TLS connection and extracts the client's TLS certificate to a Client-Cert header field
and passes it along to the internal service hosted at ser vi ce. i nt er nal . exanpl e. Thisresultsin the
following unsigned request:
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NOTE: '\' line wapping per RFC 8792

PCST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: service.internal.exanple

Date: Tue, 20 Apr 2021 02:07:55 GMT

Cont ent - Type: application/json

Content-Length: 18

Client-Cert: : M| BgDCCAUsgAW BAgl BBz AKBggghkj OPQQDA] A6MRs wGQYDVQKD\
BJMZXQncy BBd XRoZWb0aVWhd GUx Gz AZBgNVBAMVEK x Bl El udGvy bWk aWFOZSBDQT\
AeFwOy MDAXMTQy M Ul Mz NaFwOy MTAXM MyM UL Mz NaMAOX Cz AJ BgNVBAMVAK J DMVFk\
WEWYHKo0ZI zj 0CAQYI KoZI zj 0DAQc DQUAEBYNXXf aUgmmM OXU/ | ncWal Rhebr Xntk\
C8vdgJ1p5Be5F/ 3YC8O: hx MA+k 1MBaEAEFc GzkJi Ny 6J84y 7uz 09 M6 Ny VHAWCQYDW
ROTBAI wWADAf Bg NVHSMVMEGDAW BRNBW La38| bEYCui CPct 0ZaSED2 DAOBgNVH@BBAf \
8EBAMCBs AWEWYDVROI BAWCg Yl KwYBBQUHAWM WHQYDVRORAQH BBMAEYEPYNRj QG
4YWLwWb GUu Y29t MA0 GCCqGSMA9BAMCAOgAMEUCI BHda/ r 1vaL6G3VI i L4/ Di 6YKOQ6\
bM eSkC3dFCOOB8TAI EAX/ kHSB4ur mi ZONX5r 5Xar nPkOwrruy dBVoU4hBVZ1yhk=:

{"hello": "world"}

Without a signature, the internal service would need to trust that the incoming connection has the right
information. By signing the Client-Cert header field and other portions of the internal request, the internal
service can be assured that the correct party, the trusted proxy, has processed the request and presented it to the
correct service. The proxy's signature base consists of the following:

NOTE: '\' |ine wapping per RFC 8792

"@ath": /foo

"@uery": ?paranrVal ue&Pet =dog

" @ret hod": POST

"@uthority": service.internal.exanple

"client-cert": : M| BgDCCAU6gAWM BAgl BBz AKBggghkj OPQQDA] A6 MRs wGQYDVQQ
KDBJMZXQncy BBdXRoZWs0a\Whhd GUx Gz AZBgNVBAMVEK X Bl El udGvy bWk aWF0ZSBD\
QTAe FwOy MDAXMTQyM U1 Mz NaFwOy MIAXM MyM UMz NaMAOx Cz AJ BgNVBAMVAK J DM
FkwEwWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQGAE8YNnXXf aUgnmmM OXU/ | ncWal Rhebr Xm
ckC8vdgJ1p5Be5F/ 3YCBQ: hxMd+k 1IMbaEAEFc GzkJi Ny 6J84y 7uz 09 M5 Ny MHAWCQY\
DVROTBAI WADAf BgNVHSVEGDAWBRTBW La38! bEYCui CPct 0ZaSED2 DAOBgNVHQBB\
Af 8EBAMCBs AWEWYDVROI BAMICGY! KwYBBQUHAW WHQYDVRORAQH BBMMEYEPYNR] Q
GVAYWLWb GUu Y29t MA0 GCCqGSMA9BAMCAOgANMEUC! BHda/ r 1vaL6G3VI i L4/ Di 6 YKO\
QBbM eSkC3dFCOOBBTAI EAX/ kHSB4ur mi ZONX5r 5Xar nPkOwnmuy dBVoU4hBVZ1yhk=:

"@i gnature-parans": ("@ath" "@uery" "@rethod" "@uthority" \
"client-cert");created=1618884473; keyi d="t est - key- ecc- p256"

Thisresultsin the following signature:
NOTE: '\' |ine wapping per RFC 8792

xVMHVpawaAC/ 0SbHr KRs9i 81 3eCGs5Rt TMGCWKNT 9nvZzoHs| g6Mce9315T6x okl yyOy\
zhD9ah4JHRML Ogmi zw==

which resultsin the following signed request sent from the proxy to the internal service with the proxy's
signature under thelabel t t 1 p:
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NOTE: '\' line wapping per RFC 8792

PCOST /f oo?par am=Val ue&Pet =dog HTTP/ 1. 1

Host: service.internal.exanple

Date: Tue, 20 Apr 2021 02:07:55 GV

Cont ent - Type: application/json

Cont ent - Lengt h: 18

Client-Cert: :M | BgqDCCAU6gAW BAgl BBz AKBggghkj OPQQDA] A6 MRswGQYDVQRKD\
BJMZXOncy BBdXRoZWs 0a\WNhd GUx Gz AZBgNVBAMVEK x Bl El ud Gvy bWk aWF0ZSBDQT\
AeFwO0y MDAXMTQy M UL Mz NaFwOy MTAXM MyM Ul Mz NaMAOx Cz AJ Bg NVBAMVAK J DMFk\
WEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQIAE8YnXXf aUgrmM OXU/ | ncWal Rhebr Xnck\
C8vdgJ1p5Be5F/ 3YCBQ: hxMA+k 1MbaEAEFc GzkJi Ny6J84y7uz09Ms Ny MVHAWCQYDW
ROTBAI wADAf BgNVHSMECDAW) BRTBW La38| bEYCui CPct 0ZaSED2 DAOBgNVH@BBAF \
8EBAMCBs AWEWYDVROI BAWVCg Yl KwYBBQUHAW WHQYDVRORAQH BBMAVEYEPYNR] QG
4YWLWb GUu Y29t MA0 GCCq GSMA9BAMCAOgAMEUCI BHda/ r 1valL6G3VI i L4/ Di 6 YKOQ6\
bM eSkC3dFCOOBBTAI EAX/ kHSB4ur mi ZONX5r 5Xar mPkOwnruy dBVoU4hBVZ1yhk=

Si gnature-Input: ttrp=("@ath" "@uery" "@method" "@uthority" \
"client-cert"); created=1618884473; keyi d="t est - key- ecc- p256"

Si gnature: ttrp=:xVMHVpawaAC/ 0SbHr KRs9i 8| 3eCs5Rt TMSCWKmM 9nvZzoHs| g6\
Mce9315T6x0kl yyOyzhD9ah4JHRWM. Ogni zw==:

{"hello": "world"}

Theinternal service can validate the proxy's signature and therefore be able to trust that the client's certificate
has been appropriately processed.

B.4. HTTP Message Transfor mations

HTTP allows intermediaries and applications to transform an HT TP message without affecting the semantics of
the message itself. HTTP message signatures are designed to be robust against many of these transformationsin
different circumstances.

For example, the following HT TP request message has been signed using the Ed25519 dgorithm and the key
t est - key-ed25519:

NOTE: '\' line wapping per RFC 8792

GET / denpb?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exanple.org

Date: Fri, 15 Jul 2022 14:24:55 GMTI

Accept: application/json

Accept: */*

Si gnature-Ilnput: transform=("@ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transfornr: ZT1lkooQEHpZOI 11 j Cqt QopOn gl JPeo7DHR3SoMh0s5J\
Z1eRGS0A+vyYPOt / LXI h5QWFFQ6cpLt 2nDpnj 3NDA==:

The signature base string for this message is:

"@ret hod": GET

"@ath": /denp

"@uthority": exanple.org

"accept": application/json, */*

" @i gnature-parans": ("@ethod" "@ath" "@uthority" "accept")\
; creat ed=1618884473; keyi d="t est - key- ed25519"
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The following message has been altered by adding the Accept-Language header field as well as adding a query
parameter. However, since neither the Accept-Language header field nor the query is covered by the signature,
the same signature is still valid:

NOTE: '\' line wapping per RFC 8792

CET /denp?nanel=Val uel&Nane2=val ue2&par amradded HTTP/ 1.1

Host: exanpl e.org

Date: Fri, 15 Jul 2022 14:24:55 GVI

Accept: application/json

Accept: */*

Accept - Language: en-US, en; g=0.5

Si gnature-1lnput: transform=("@m®ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transfornr: ZTlkooQ@EHpZOI 11 j Cqt QopOn gl JPeo7DHR3S0oMh0s5J\
Z1eRGSOA+vy YPOt / LXI h5QWFFQ6cpLt 2mDpnj 3NDA==;

The following message has been altered by removing the Date header field, adding a Referer header field, and
collapsing the Accept header field into asingle line. The Date and Referer header fields are not covered by the
signature, and the collapsing of the Accept header field is an allowed transformation that is already accounted

for by the canonicalization algorithm for HTTP field values. The same signature is still valid:

NOTE: '\' line wapping per RFC 8792

GET /denp?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exanple.org

Referer: https://devel oper. exanpl e. org/ deno

Accept: application/json, */*

Si gnature-Input: transfornm=("@ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transforme: ZT1koo@EHpZO0I 11 j Cqt QopOn gl JPeo7DHR3SoMh0s5J\
Z1eRGS0A+vyYP9t / LXI h56QWFQ6cpLt 2nDpnj 3NDA==:

The following message has been altered by reordering the field values of the original message but not
reordering the individual Accept header fields. The same signatureis still valid:

NOTE: '\' line wapping per RFC 8792

GET / denp?nanel=Val uel&Nanme2=val ue2 HITP/ 1.1

Accept: application/json

Accept: */*

Date: Fri, 15 Jul 2022 14:24:55 GVI

Host: exanpl e.org

Si gnature-1lnput: transform=("@m®ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transfornr: ZTlkooQ@EHpZOI 11 j Cqt QopO gl JPeo7DHR3SoMh0s5J\
Z1eRGSOA+vy YPOt / LXI h5QWFFQ6cpLt 2mDpnj 3NDA==;

The following message has been altered by changing the method to POST and the authority to
"example.com” (inside the Host header field). Since both the method and authority are covered by the
signature, the same signature is NOT till valid:

Backman, et al. Expires August 2024 [Page 77]



RFC 9421 HTTP Message Signatures February 2024

NOTE: '\' line wapping per RFC 8792

POST / denp?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exanpl e. com

Date: Fri, 15 Jul 2022 14:24:55 GMTI

Accept: application/json

Accept: */*

Si gnature-1lnput: transform=("@ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transfornr: ZT1lkooQ@EHpZOI 11 j Cqt QopOn gl JPeo7DHR3SoMh0s5J\
Z1eRGS0A+vyYPOt / LXI h5QWFFQ6cpLt 2nDpnj 3NDA==:

The following message has been altered by changing the order of the two instances of the Accept header field.
Since the order of fields with the same name is semantically significant in HTTP, this changes the value used in
the signature base, and the same signature is NOT still valid:

NOTE: '\' line wapping per RFC 8792

CET /denp?nanel=Val uel&Nane2=val ue2 HTTP/ 1.1

Host: exanple.org

Date: Fri, 15 Jul 2022 14:24:55 GV

Accept: */*

Accept: application/json

Si gnature-1nput: transform=("@®ethod" "@ath" "@uthority" \
"accept");created=1618884473; keyi d="t est - key- ed25519"

Si gnature: transfornme: ZT1koo@EHpZOI 11 j Cqt QopOn gl JPeo7DHR3S0oMh0s5J\
Z1eRGSOA+vyYYP9Ot / LXI h5QWFFQ6cpLt 2nm0pnj 3NDA==:

Backman, et al. Expires August 2024 [Page 78]



RFC 9421 HTTP Message Signatures February 2024

Acknowledgements

This specification was initially based on [SIGNING-HTTP-MESSAGES]. The editors would like to thank
the authors of [SIGNING-HTTP-MESSAGES] -- Mark Cavage and Manu Sporny -- for their work on
that Internet-Draft and their continuing contributions. This specification also includes contributions from
[SIGNING-HTTP-REQS-OAUTH] and other similar efforts.

The editors would also like to thank the following individuals (listed in alphabetical order) for feedback,
insight, and implementation of this document and its predecessors. Mark Adamcin, Mark Allen, Paul Annesley,
Karl Béhimark, Stéphane Bortzmeyer, Sarven Capadidli, Liam Dennehy, Stephen Farrell, Phillip Hallam-
Baker, Tyler Ham, Eric Holmes, Andrey Kislyuk, Adam Knight, Dave Lehn, llari Liusvaara, Dave Longley,
James H. Manger, Kathleen Moriarty, Y oav Nir, Mark Nottingham, Adrian Palmer, Lucas Pardue, Roberto
Polli, Julian Reschke, Michael Richardson, Wojciech Rygielski, Rich Salz, Adam Scarr, Cory J. Slep, Dirk
Stein, Henry Story, Lukasz Szewc, Chris Webber, and Jeffrey Y asskin.

Backman, et al. Expires August 2024 [Page 79]



Authors Addresses

Annabelle Backman (editor)
Amazon

P.O. Box 81226

Seattle, WA 98108-1226
United States of America
EMail: richanna@amazon.com
URI: https://www.amazon.com/

Justin Richer (editor)
Bespoke Engineering

EMail: ietf @justin.richer.org
URI: https.//bspk.io/

Manu Sporny

Digital Bazaar

203 Roanoke Street W.
Blacksburg, VA 24060
United States of America

EMail: msporny@digitalbazaar.com



mailto:richanna@amazon.com
https://www.amazon.com/
mailto:ietf@justin.richer.org
https://bspk.io/
mailto:msporny@digitalbazaar.com

	Abstract
	Status of This Memo
	Copyright Notice
	Table of Contents
	1 Introduction
	1.1 Conventions and Terminology
	1.2 Requirements
	1.3 HTTP Message Transformations
	1.4 Application of HTTP Message Signatures

	2 HTTP Message Components
	2.1 HTTP Fields
	2.1.1 Strict Serialization of HTTP Structured Fields
	2.1.2 Dictionary Structured Field Members
	2.1.3 Binary-Wrapped HTTP Fields
	2.1.4 Trailer Fields

	2.2 Derived Components
	2.2.1 Method
	2.2.2 Target URI
	2.2.3 Authority
	2.2.4 Scheme
	2.2.5 Request Target
	2.2.6 Path
	2.2.7 Query
	2.2.8 Query Parameters
	2.2.9 Status Code

	2.3 Signature Parameters
	2.4 Signing Request Components in a Response Message
	2.5 Creating the Signature Base

	3 HTTP Message Signatures
	3.1 Creating a Signature
	3.2 Verifying a Signature
	3.2.1 Enforcing Application Requirements

	3.3 Signature Algorithms
	3.3.1 RSASSA-PSS Using SHA-512
	3.3.2 RSASSA-PKCS1-v1_5 Using SHA-256
	3.3.3 HMAC Using SHA-256
	3.3.4 ECDSA Using Curve P-256 DSS and SHA-256
	3.3.5 ECDSA Using Curve P-384 DSS and SHA-384
	3.3.6 EdDSA Using Curve edwards25519
	3.3.7 JSON Web Signature (JWS) Algorithms


	4 Including a Message Signature in a Message
	4.1 The Signature-Input HTTP Field
	4.2 The Signature HTTP Field
	4.3 Multiple Signatures

	5 Requesting Signatures
	5.1 The Accept-Signature Field
	5.2 Processing an Accept-Signature

	6 IANA Considerations
	6.1 HTTP Field Name Registration
	6.2 HTTP Signature Algorithms Registry
	6.2.1 Registration Template
	6.2.2 Initial Contents

	6.3 HTTP Signature Metadata Parameters Registry
	6.3.1 Registration Template
	6.3.2 Initial Contents

	6.4 HTTP Signature Derived Component Names Registry
	6.4.1 Registration Template
	6.4.2 Initial Contents

	6.5 HTTP Signature Component Parameters Registry
	6.5.1 Registration Template
	6.5.2 Initial Contents


	7 Security Considerations
	7.1 General Considerations
	7.1.1 Skipping Signature Verification
	7.1.2 Use of TLS

	7.2 Message Processing and Selection
	7.2.1 Insufficient Coverage
	7.2.2 Signature Replay
	7.2.3 Choosing Message Components
	7.2.4 Choosing Signature Parameters and Derived Components over HTTP Fields
	7.2.5 Signature Labels
	7.2.6 Multiple Signature Confusion
	7.2.7 Collision of Application-Specific Signature Tag
	7.2.8 Message Content

	7.3 Cryptographic Considerations
	7.3.1 Cryptography and Signature Collision
	7.3.2 Key Theft
	7.3.3 Symmetric Cryptography
	7.3.4 Key Specification Mixup
	7.3.5 Non-deterministic Signature Primitives
	7.3.6 Key and Algorithm Specification Downgrades
	7.3.7 Signing Signature Values

	7.4 Matching Signature Parameters to the Target Message
	7.4.1 Modification of Required Message Parameters
	7.4.2 Matching Values of Covered Components to Values in the Target Message
	7.4.3 Message Component Source and Context
	7.4.4 Multiple Message Component Contexts

	7.5 HTTP Processing
	7.5.1 Processing Invalid HTTP Field Names as Derived Component Names
	7.5.2 Semantically Equivalent Field Values
	7.5.3 Parsing Structured Field Values
	7.5.4 HTTP Versions and Component Ambiguity
	7.5.5 Canonicalization Attacks
	7.5.6 Non-List Field Values
	7.5.7 Padding Attacks with Multiple Field Values
	7.5.8 Ambiguous Handling of Query Elements


	8 Privacy Considerations
	8.1 Identification through Keys
	8.2 Signatures do not provide confidentiality
	8.3 Oracles
	8.4 Required Content

	9 References
	9.1 Normative References
	9.2 Informative References

	Appendix A Detecting HTTP Message Signatures
	Appendix B Examples
	B.1 Example Keys
	B.1.1 Example RSA Key
	B.1.2 Example RSA-PSS Key
	B.1.3 Example ECC P-256 Test Key
	B.1.4 Example Ed25519 Test Key
	B.1.5 Example Shared Secret

	B.2 Test Cases
	B.2.1 Minimal Signature Using rsa-pss-sha512
	B.2.2 Selective Covered Components Using rsa-pss-sha512
	B.2.3 Full Coverage Using rsa-pss-sha512
	B.2.4 Signing a Response Using ecdsa-p256-sha256
	B.2.5 Signing a Request Using hmac-sha256
	B.2.6 Signing a Request Using ed25519

	B.3 TLS-Terminating Proxies
	B.4 HTTP Message Transformations

	Acknowledgements
	Authors' Addresses

